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Cloud Computing 4.2 ﬂ__ﬁ%
Introduction to Cloud Computing

e Cloud computing refer to a variety of services avai]‘able Over the Internes that
deliver compute functionality on the service provider's infrastructure.

* Its environment (infrastructure) may actually be hosted on either a grid o, atility
computing environment, but that doesn't matter to a service user.

ing i usedtodaa'ibeamwclassofnetwork
¢ Cloud computing is a general term ' i
mmpuﬁng&uttakaphceover&wlnhemet,bamcaﬂyastepmfrmuﬁmy
Computing. |
 In other words, this is a collection/group of integrated and networked hardware
software and Internet infrastructure (called a platform).

* Fig. 111 shows cloud symbol. It
denotes cloud boundary.

* Using the Intemet for communication
and  transport provides hardware,
software and networking services to
clients.

fmmr | users and applicati by Fig. 1.1.1 : Cloud symbol
providing very simple graphical interface or AP]

e In addi ‘
mwhu;.?nmphﬁm Prﬂ\.fldes On demand services that are always on




Cloud Computing 1.3 Introduction

* An on-premise IT resource can be moved to a cloud, thereby changing it to a
cloud-based IT resource.

¢ Cloud provider : A person, organization, or entity responsible for making a
service available to interested parties. When assuming the role of cloud provider,
an organization is responsible for making cloud services available to cloud
consumers, as per agreed upon Service Level Agreement (SLA) guarantees. Cloud
provider have their own IT resources.

e Cloud consumer : A person or organization that maintains a business relationship
with, and uses service from, Cloud Providers. The cloud consumer uses a cloud
service consumer to access a cloud service.

e Cloud service owner : The person or organization that legally owns a cloud
service is called a cloud service owner. The cloud service owner can be the cloud

consumer, or the cloud provider that owns the cloud within which the cloud
service resides.
e Resource administrator : Cloud resource administrator is the person or

organization responsible for administering a cloud-based IT resource. The cloud
consumer or cloud provider, or even third-party organization could be a cloud

resource administrator
Cloud types :

¢ Most people separate cloud computing into two distinct sets of models :
1. Deployment models : This refers to the location and management of the

cloud's infrastructure.
2. Service models : This consists of the particular types of services that you can

access on a cloud computing platform.
e Fig. 1.1.2 shows NIST cloud computing definitions.

i VAT BRI, B I g g
o { Broad netwnrk access |

R B AR AT o g

Fig. 1.1.2
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o On-demand self-service : A client can provision computer resources without g,
need for interaction with cloud service provider personnel.

e Broad network access : Access to resources in the cloud is available over the
network using standard methods in a manner that provides Platform'independem

access to clients of all types. This includes a mixture of heterogeneous Operatin
systems, and thick and thin platforms such as laptops, mobile phones, and pp A S

Resource pooling : A cloud service provider creates resources that

are pool
together in a system that supports multi-tenant usage. Physical and virtya] s;te::
are dynamically allocated or reallocated as needed.

Rapid elasticity : Resources can be rapidly and elastically provisioned

Measured service : The use of cloud system resources is measured, audited, ang
reported to the customer based on a metered system. |

Cloud Components

* Cloud computing solutions are mad '
Foue St e up of several elements. Fig. 1.1.3 shows

W

W\
)

oWy

W

[

\\
W

Data centers
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3. Data centers : Collection of servers where the application to subscribe is
housed. It could be a large room in the basement of your building or a room

full of servers on the other side of the world

4. Virtualizing servers : Software can be installed allowing multiple instances of
virtual servers to be used and a dozen virtual servers can run on one physical
server.

5. Distributed servers : Servers don't all have to be housed in the same location.
It can be in geographically disparate locations. If something were to happen at
one site, causing a failure, the service would still be accessed through another
site. If the cloud needs more hardware, they can add them at another site.

Cloud Computing Architecture

e Fig. 1.1.4 shows architectural framework of cloud computing.

Usars/
Brokers
e il Tl e e 1]
- E v 3 F S Fr __AF ¥ ¥ % 1 }
I I
: Service request examiner and a
. admission control ‘
: - Custemer - driven service manage ment f
: - Computation risk management :
: - Autcmatic rescurce managemeant l
I i
SLA ! i
Rescurce |
Allocator ! !
' Pncin ‘
: | ;
i i
I i
i ;
I |
: VM Service rsquest :
: Monitor Dispatcher monitor :
i
; {
I {
I |
i
i £ i
Viual | e |
Machines .
(VMs) :
: |
: i
i I
I i
: i
Physical | :
Machines : !
; I
i i
] i
: i

“--*hﬂM-——'_—"-*_-"-"'_-F—-__-—‘q‘-ﬂ—-ﬂl-.&“——.q-a_'*-_____*-—**_-n

Fig. 1.1.4 Architectural framework

—_— e
=
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1. Users/Brokers : They submit their service requests from anywhere in the worlg
to the cloud.

2 SLA resource allocator : It is a kind of interface between users ang cloug
service provider which enable the SLA-oriented resource management.

3. Service request examiner and admission control: It interprets the submitted
request for QoS requirements before determining whether to accept or ; vint
the request. Based on resource availability in the cloud and other paramete,
decide.

4. Pricing : It is in charge of billing based on the resource utilization and some
factors. Some factors are request time, type etc.

S. Accounting : Maintains the actual usage of resources by request so that the
final cost can be charged to the users.

6. VM monitor : Keeps tracks on the availability of VMs and their resources.

7. Dispatcher : The dispatcher mechanism starts the execution of admitted
requests on allocated VMs.

8. Service request monitor : The request monitor mechanism keeps track on
uecuﬁunofrequestinordertobeintunewithSLA.

Cloud computing service layers :
.— G o
E‘l‘c‘“"" Services Services - Complete business services such as PayPal,
~~ OpenlD, OAuth, Google Maps, Alexa
Application :erzﬂli?aﬁolsc - Cloud based software that eliminates the
or al P * :
-k installation such as Google Apps, Microsof
clopment evelopment - Software development platforms used 10
uild custom cloud based applications (PAAS and SAAS)
" such as SalesForce
. " s P
}“fw‘““ﬂ orm Platfnﬂ‘{l - Cloud based platforms, typically provided
o “sing virtualization, such as Amazon ECC, Sun Grid
ring Storage - Dy " sed NAS s
" Pata storage or cloud based NAS such as
; CTERA, iDjgk, CluuﬁNAS

- Physical those run by 1BM
HP. Nﬁ"ﬂtﬂ?m O i onch o S oo

cw mmmm M gy - = e aaaa

* Cloud omputing solutiong are

L. Clients ; Mobile, tepm Made up of several elements.
_rminals or regyay computers.
— _-.—-.-r-"

TE " . _
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Cloud Computing 1.7 Introduction

2. Benefits : Lower hardware costs, lower IT costs, security, data security, less
power consumption, ease of repair or replacement, less noise.

3. Data centers : Collection of servers where the application to subscribe is
housed. It could be a large room in the basement of your building or a room
full of servers on the other side of the world

4. Virtualizing servers : Software can be installed allowing multiple instances of
virtual servers to be used and a dozen virtual servers can run on one physical
server.

5. Distributed servers : Servers don't all have to be housed in the same location.
It can be in geographically disparate locations. If something were to happen at
one site, causing a failure, the service would still be accessed through another
site. If the cloud needs more hardware, they can add them at another site.

Characteristics of Cloud Computing

1. On-demand self-service : A consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed without requiring
human interaction with each service's provider.

2. Ubiquitous network access : Capabilities are available over the network and
accessed through standard mechanisms that promote use by heterogeneous thin or
thick client platforms.

3. Location-independent resource pooling : The provider's computing resources are
pooled to serve all consumers using a multi-tenant model, with different physical
and virtual resources dynamically assigned and reassigned according to consumer
demand.

4. Rapid elasticity : Capabilities can be rapidly and elastically provisioned to quickly
scale up, and rapidly released to quickly scale down.

5. Pay per use : Capabilities are charged using a metered, fee-for-service, or
advertising-based billing model to promote optimization of resource use.

Cloud Applications

1. Through cloud cost flexibility, online marketplace gains access to more powerful
analytics online. Cloud takes away the need to fund the building of hardware,

installing software or paying dedicated software license fees.

2. Greater business scalability enables online video retailer to meet spikes in
demand : Cloud enables businesses not just IT operations to add or provision
computing resources just at the time they're needed.

3. Greater market adaptability provides online entertainment platform the ability to
reach any type of customer device. A third of the executives we surveyed believe

TECHNICAL PUBLICATIONS® - an up-thrust for knowledge



- ORI = @000 —— - r
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r groups with a diverse
cloud can help them adapt to diverse Us€ group aSSOTtmeny, "
devices.

4. Masked complexity enables access 1O services, no matter how intricy, the

technology they're built on.

5 With context-driven variability, "intelligent assistants are proce ible. "Because of i
. led computing power and capacity, cloud can store information aboy User
preferences, which can enable product or service customization,” the report state,

6. Ecosystem connectivity enables information exchange across business partners.

Pros and Cons of Cloud Computing

Pros of cloud computing :
1. Lower computer costs : Since applications run in the cloud, not on the desktop
PC, your desktop PC does not need the processing power or hard disk space
demanded by traditional desktop software.

2. Improved performance : Computers in a cloud computing system boot and run
faster because they have fewer programs and processes loaded into memory.

3. Reduced software costs : Instead of purchasing expensive software applications,
you can get most of what you need for free.

4 l:lmlt ioftware Tlpdates : %en you access a web-based application, you get the
test version - without needing to pay for or download an upgrade.

5. Im » TE
proved document format compatibility : You do not have to worry about the

collaboration. ' Sharing  documents Jeads directly to better

11. Device independence . Move to ,

_d?i{mentﬁ are still available. Portable device and your applications and

——

"-'—-h_"h-

=y

L.

T -
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Cloud Computing 1-9 Introduction

Cons of cloud computing :

1. It requires a constant Internet connection : Cloud computing is impossible if you
cannot connect to the Internet.

2. Features might be limited.

3. Stored data might not be secure : With cloud computing, all your data is stored
on the cloud.

4. Does not work well with low-speed connections.

University Questions

1. Define cloud, on demand self service, resource pooling, broad network access, rapid elasticity and
measured services. GTU : Summer-17, Marks 7

2. What are the characteristics of cloud computing ? GTU : Winter-17, Marks 3
3. Explain pros and cons of cloud computing. GTU : Summer-18,Winter-18, Marks 4
4. Define cloud computing and state its desirable features.
5. Define cloud computing with its features. GTU : Winter-18, Marks 3

Layers and Types of Clouds

GTU : Summer-17, 18, Winter-17. 18

¢ Cloud computing services are divided into three classes
1) Infrastructure as a service,

2) Platform as a service

3) Software as a service
* Fig. 121 shows the layered organization of the cloud stack from physical
infrastructure to applications.

Cloud applications Web browser Software as a service

Cloud

Cloud platform development
environmant

Platform as a service

Virtual
infrastructure
manager

Infrastructure as a

Cloud infrastructure service

Service content Main access Service class
and management tool

Fig. 1.2.1 Cloud stack

TECHNICAL PUBLICA T!ONSGJ - an up-thrust for knowiedge
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de easy, scalable access to appﬁcaﬁ%

e Cloud services are designed to provi .
resources and services and are fully managed by a cloud services provider.

-based software program with 3 technig,

s A cloud service can exist as a simple web ;
interface invoked via the use of a messaging protocol or as a remote access POy

for administrative tools or larger environments and other IT resources.

» The organization that provides cloud-based IT resources is the cloud PTOVider
Cloud providers normally own the IT resources for lease by cloud consumers, ang
could also resell IT resources leased from other providers.

» Cloud computing, often described as a stack, has a broad range of services by,
on top of one another under the name cloud.

1. Software as a service
e SaaS utilizes the internet to deliver applications, which are managed by ,

third-party vendor, to its users. A majority of SaaS applications run directly
through vour web browser, which means they do not require any downloads or

installations on the client side.
* Salesforce.com uses SaaS model. SaaS applications are designed for end-users,

delivered over the web.
2. infrastructure as a service

* laad is 2 cdoud computing service where enterprises rent or lease servers for
compute and storage in the cloud. Users can run any operating system or
appiications on the rented servers without the maintenance and operating costs of

those servers.
* Amazon Web Services mainly offers IaaS.
¢ laaS i the hardware and software that powers it all - servers, storage, networks
operating systems.
3. Platform as a service
" o : _ .
Platform as a Service (PaaS), provide cloud components to certain software while

K‘gc:d fmam]y for applications. PaaS delivers a framework for developers e
ey build upon and use to Create customized applications.

e Al .
&ﬂrd:aifym pit::i:‘:; an:u T paTng can be managed by the enterprise O °
Wi e developers can maintain management of the




Cloud Computing <19 introduction

Cloud deployment models are refers to the location and management of the
cloud's infrastructure.

Deployment models are defined by the ownership and control of architectural
design and the degree of available customization. Cloud deployment models are
private public and community clouds.

Fig. 1.2.2 shows cloud deployment model.

Private cloud

. &
Public cloud
el

: " <>
=

(a) Private cloud (b) Public cloud
Fig. 1.2.2

1. Public cloud :
* The cloud infrastructure is made available to the general public or a large industry

group and is owned by an organization selling cloud services.

Public cloud is a huge data centre that offers the same services to all its users. The
services are accessible for everyone and much used for the consumer segment.

Examples of public services are Facebook, Google and LinkedIn.

Public cloud benefits :
a) Low investment hurdle : Pay for what you use.

b) Good test/development environment for applications that scale to many
servers

Public cloud risks :
a) Security concerns : Multi-tenancy and transfers over the Internet.

b) IT organization may react negatively to loss of control over data center
function

e e e il R pe—

®

TECHNICAL PUBLICATIONS ™ - an up-thrust for knowledge



Cloud Computing h . e 0

o W,

d s .."J_.-_r'

?

Organization 1 Organization 2

Fig. 1.2.3 : Community cloud

2. Private cloud :
e The cloud infrastructure is operated solely for a single organization. It may be
managed by the organization or a third party and may exist on-premises .

off-premises.

¢ Private cloud benefits :
a) Fewer security concerns as existing data center security stays in place.

b) IT organization retains control over data center.
¢ Private cloud risks :

a) High investment hurdle in private cloud implementation, along with Pu“:hasa
of new hardware and software.

| ; fof
b) New operational processes are required; old processes not all suitablé

private cloud.

— a /
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3. Community cioud :
¢ The cloud infrastructure is shared by several organizations and supports a specific
community that has shared concerns (e.g. mission, security requirements, policy, or
compliance considerations). It may be managed by the organizations or a third
party and may exist on-premises or off-premises.

4. Hybrid cloud :

e The cloud infrastructure is a composition of two or more clouds (private,
communuty or public) that remain unique entities but are bound together by
standardized or proprietary technology that enables data and application
portability (e.g., cloud bursting for load-balancing between clouds).

 Hybrid cloud benefits :
a) Operational flexibility : Run mission critical on private cloud, dev/test on
public cloud

b) Scalability : Run peak and bursty workloads on the public cloud
 Hybrid cloud risks :
a) Hybrid clouds are still being developed; not many in real use

b) Control of security between private and public clouds, some of same concerns

as in public cloud

Difference between Public and Private Cloud

Pubhc duud anate cluud -—]
Public cloud mfrastructure is ﬂffered via web Private cloud mfrastrucnue is dedicated to a g
. applications and also as web services over single organization.
. Internet to the public. |
Suppon multiple customer - Support dedicated customer ;
Pull utilized of infrastructure. ~ Does not utilize shared infrastructure é

Smu:ﬂy is low as compared to private cloud  High level of security

‘ Low cost High cost

Azure, Amazon Web Semces, Google App An example of the Private Cluud is NIRIX's
| Eng:m and Force.com are a few examples of one Server with dedicated servers

";!EEE# B r ¢ W PN g i S e e - P —

University Questions
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1. Explum pubhc pnvﬂte community and hybnd cloud.

GTU : Summer-17, Winter-18. Marks 7

T -
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=

TECHNICAL PUBLICATIONS® - an up-thrust for knowledge



Cloud Computing 1-14 S

= limmer PRI~

2. List cloud deployment models and describe public cloud.
3. List cloud deployment models and describe community cloud.

4. Which cloud is better ? public or private. Justify your answer.

LGTU 2 Winder 18, Marky 4

5. List clowd deployment models and describe public cloud.

Cloud Infrastructure Management

e A key challenge laaS providers face when building a cloud infrastructure
managing physical and virtual resources, namely servers, storage and networks, i

a holistic fashion.
must be performed in a way to rapidly and

The orchestration of resources
dynamically provision resources to applications.

e The software toolkit responsible for this orchestration is called a virtual

infrastructure manager
g architecture that allows customers to

A multi-tenant cloud is a cloud computin

share computing resources in a public or private cloud. Each tenant's data is
isolated and remains invisible to other tenants.

e It allows multiple users to work in a software environment at the same time, each

with their own separate user interface, resources and services. The multitenan

application design was created to enable multiple users (tenants) to access the

same application logic simultaneously.

e Tenants can individually customize features of the application such as :

1. User interface : Tenants can define
a specialized look for their Open shared application
application interface. and one shared database

2. Business process : Tenants can
customize the rules, logic and
workflows of the business processes
that are implemented in the

applications.

3. Data model : Tenants can extend
the data schema of the application
to include exclude or rename fields ] ]
D Database D

in the application data structures.
4. Access control : Tenants can Fig. 1.3.1 Multi-tenant technology

independently control the access
rjghts for users and groups. s

TECHNICAL PUBLICA TIONSO - an up-thrust for knowledge




Cloud Computing 1.15 Introduction

e Benefits of a multitenancy technology :

1. Costs savings : It yields tremendous economy of scale for the provider so he
can offer the service at a lower cost to customers.

2. Improved quality, user satisfaction and customer retention : A multitenant
application is one large community hosted by the provider which can gather
operational information from the collective user population and make frequent,
incremental improvements to the service that benefit the entire user community
at once.

3. Improved security : Most current enterprise security models are
perimeter-based, making them vulnerable to inside attacks.

Self-service, on-demand resource provisioning. Self-service access to resources has

been perceived as one the most attractive features of clouds. This feature enables

users to directly obtain services from clouds, such as spawning the creation of a

server and tailoring its software, configurations, and security policies, without

interacting with a human system administrator.

Storage virtualization : Virtualizing storage means abstracting logical storage from
physical storage. Storage devices are commonly organized in a storage area
network (SAN) and attached to servers via protocols such as Fibre Channel, iSCSI,
and NFS; a storage controller provides the layer of abstraction between virtual and

physical storage.

Virtual networking : Virtual networks allow creating an isolated network on top of
a physical infrastructure independently from physical topology and locations. A
virtual LAN (VLAN) allows isolating traffic that shares a switched network,
allowing VMs to be grouped into the same broadcast domain.

Challenges and Applications

1.

&
3
4.
&

Increased Security Vulnerabilities
Reduced Operational Governance Control
Limited Portability Between Cloud Providers

Multi-Regional Compliance and Legal Issues
Use of cloud for business purpose means that the responsibility over data security
becomes shared with the cloud provider. Organization extends their trust

boundary to cloud consumer to external cloud.

It is clear that the security issue has played the most important role in hindering
cloud computing acceptance.

Without doubt, putting your data, running your software on someone else's hard
disk using someone else's CPU appears daunting to many.

TECHNICAL PUBLICATIONS® - an up-thrust for knowledge



B

1-16 ’”froﬁfumm
—_—

phishing, pose serious threat, .

Cloud Computing

e Well-known security issues such as data loss,

organization's data and software.

KX Virtualization
e Virtualization is a broad term that refers to the abstraction of resources acrog
urposes : One physical machine to suppop

many aspects of computing. For our p

multiple virtual machines that run in parallel.
Host operating system

e Virtualization is a frame work or
methodology of dividing the
resources of computer into
multiple execution environments.

o Virtualization is an abstraction
layer that decouples the physical
hardware from the operating
system to deliver greater IT
resource utilization and flexibility.

multiple  virtual

 Computer Hardware

e It allows
machines, with heterogeneous

operating systems to run in
isolation, side-by-side on the same

physical machine.
Fig. 1.5.1 shows before and after
virtualization.

e Virtualization means runnng _
multiple machines on a single | - et
Virtualization layer (Hypervisor of VMM)

(a) : Before virtualization

hardware. The "Real" hardware
invisible to operating system. OS Hardware running the host OS
only sees an abstracted out
Monitor (VMM)  talks to (b) After virtualization
hardware. | Fig. 1.5.1
ting resour“

It is "a techmque for hiding the physical characteristics of compu
from the way in which other systems, applications, or end users interac

those resources.

o ; . inle
This includes making a single physical resource appear to function 5 multtp
logical resources; or it can include making multiple physical resources ap

single logical resource.”

e
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* Itis divided into two main categories :
1. Platform virtualization involves the simulation of virtual machines.

2. Resource virtualization involves the simulation of combined, fragmented or
simplified resources.

e Fig. 1.5.2 shows taxonomy of virtualization.

Fow it dona? Tochmi

I

—

—
Ry Network Hardware-assisted

virtualization

- Full virtualization

I

Paravirtualiztion

:
i

Partial virtualization

Fig. 1.5.2 Taxonomy of virtualization

e Virtualization is mainly used to emulate execution environment, storage and
network. Execution environment classified into two types : process level and

system level.

e Process level is implemented on top of an existing operating system.

e System level is implemented directly on hardware and do not or minimum
requirement of existing operating system.

University Question

1. Explain virtualization and hypervisor.

i S - s

e il 5 o
e

[ TR ——— = s — L

s

=
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Cloud Services

GTU

¢ Service models describe the type of service that the service provider is offe
The best-known service models are Software as a Service, Platform as a g,
and Infrastructure as a Service.

e The service models build on one another
and what the client's responsibility 1s.

fing
WiCE‘

and define what a vendor must Manag,

e Service models : This consists of the particular types of services that you can

access on a cloud computing platform.
made available to users on demand via the Internet

e Cloud service is any service . |
from a cloud computing providers servers as opposed to being provided from ,
company's Own on-premises Servers.

e Cloud services are designed to provide easy, scalable access to applications,
resources and services, and are fully managed by a cloud services provider.

e A cloud service can exist as a simple web-based software program with a technical

interface invoked via the use of a messaging protocol, or as a remote access point
for administrative tools or larger environments and other IT resources.

e The  organization that
provides cloud-based IT

. . - c_loud Web browser, mobile app, thin client, terminal
provider. Cloud providers emulator, ...

normally own the IT
resources for lease by cloud ﬁ

Cloud Clients

CONSUuImers, and could also :
resell IT resources Ileased :.% SaaS
from other providers. = CRM, Email, virtual desktop, communication,
e Cloud computing, often < games, ...
described as a stack, has a E Paa$S
broad range of services built B Execution runtime, database, web server,
a development tools, ...
on top of one another under
the name cloud. o 5" ——
O h ; i
e Figz 161 shows cloud = % Virtual mg:hmas;:enr;;mériﬁr‘ag& oad
computing stack. ancers.
A oy Fig. 1.6.1 : Cloud computing stack

is as follows;

1. SaaS applications are designed for end-users, delivered over the web
g and dEPlﬂymg

2. PaaS is the set of tools and services designed to make codin
P

those applications quick and efficient
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3. l1aaS is the hardware and software that powers it all - servers, storage, networks,

operating systems

EEXR software as a Service (SaaS)

Model in which an application is hosted as a service to customers who access it
via the Internet.

The provider does all the patching and upgrades as well as keeping the
The traditional model of software distribution, in which software is purchased for
and installed on personal computers, is referred to as product.

In this model, the user, client or consumer runs an application from a cloud
infrastructure. Through an interface such as a web browser, the client or user may
access this application from a variety of devices.

The complete application is offered as on demand service. This saves the client
from having to invest in any software licenses or servers up front, and can save
the provider money since they are maintaining and providing only a single
application.

In this model, the client does not manage cloud infrastructure, networks or
servers, storage, or operating systems. Even, Microsoft, Google, and Zoho offer
SaaS.

The SaaS concept can be defined as providing robust "web-based, on-demand
software, storage and various applications" to organizations.

The SaaS model has emerged as an alternative to traditional one-time licensing for
providing and maintaining the software needed by knowledge workers within

organizations.
Fig. 1.6.2 shows SaaS.

m

Service provider
offering SaaS

CH&I‘H

Fig 1.6.2 Saa8
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Characteristics of SaaS :

1. Software applications or services are stored remotely.
2. A user can then access these services or software applications via the Internet

2 In most cases. a user does not have to install anything onto their host machine, 5
they require is a web browser to access these services and in some cases,
brc:;wser may require additional plug-in/add-on for certain services.

4. Network-based management and access t0 commercially available software from
central locations rather than at each customer's site, enabling customers to access

d

applications remotely via the Internet.
S. Application delivery from a one-to-many model, as opposed to a traditiony

ane-to- one model.

Benefits of SaaS :
1.  You only pay for what you use
2.  Easier administration and invoicing
3.  Automatic updates and patch management
4  Compatibility: all users have access to the same version of software
5.
6.

Easier collaboration
It support automated update and patch management services

Platform as a Service (Paa$S)

* Platform as a service is another application delivery model and also known as

. hT include : Ap]::'olicatinn design, development, testing, deployment, and
g team collaboration, web service integration, database integration, security,
scalability, storage, state management, and versioning,

model is the one buildi - se U
infrastructure. 'Ng applications whijch then run on the providers

* This in turn provides custo
i mers and : e loy
applications onto the cloud infrastructure i B > -

i S,
which the provider supports using pr ogramming tools and languag®

—-—-'-"---'-.-’
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The customer still does not manage the framework, network, servers or operating

system, but has control over deployed applications and sometimes over the
hosting environment itself.

Some examples of Platform as a Service include Google's App Engine or Force.com
PaaS consists of following components :

1.
2.
., §

4.

Browser based development studio

Pay contrary to billing

Management and supervising tools

Seamless deployment to host run time environment.

Characteristics of PaaS :

1.
2.

3.

It support multi-tenant architecture.
It support for development of group collaboration.

PaaS systems can be deployed as public cloud services or as private cloud
services.

Provision of runtime environments. Typically each runtime environment
supports either one or a small set of programming languages and frameworks

Support for custom applications. Support for the development, deployment and
operation of custom applications.

Preconfigured capabilities. Many PaaS systems are characterized by capabilities
that are preconfigured by the provider, with a minimum of configuration
available to developers and customer operations staff.

Support for porting existing applications. While many PaaS systems are
primarily designed to support "born on the cloud" applications.
Security is an important characteristic in PaaS. It needs to provide

authentication and authorization to differentiate the access rights of different
users

Benefits of Paas :

A

N oM N

Scalability including rapid allocation and deallocation of resources with a
pay-as-you-use model

Reduced capital expenditure
Reduced lead times with on-demand availability of resources

Self-service with reduced administration costs

Reduced skill requirements

Support of team collaboration

Ability to add new users quickly

TECHNICAL PUELICATIDNS® - an up-thrust for knowledge
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Infrastructure as a Service (laaS)

e laaS gives the storage room likeness to the

various organizations sorts.
e Center datacenter framework segments are capacity, SErvers (registering units) the

system itself, and administration apparatuses for foundation upkeep and Cheijng
e Each of these parts has made a different market specialty. While some Jigg,

organizations have practical experience in just a single of these [aaS cloyg
specialties, vast cloud suppliers like Amazon or Right Scale have offerings oyer al]

in-house datacenter stood oy fron

[aaS territones.
e Fig. 1.6.3 shows IaaS.

o It offers the _
s R::er thl':lrdw;r:h:e that your Organization can put whatever they want onto
datacenter space Er them. fho o fware, racks, and having to pay for te

o, the service Provider rents those resources
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2. Dedicated virtual server : The customer is allocated a virtual server, which
runs on a physical server that may or may not have other virtual servers.

3. Shared virtual server : The customer can access a virtual server on a device
that may be shared with other customers.

Advantages of laaS :
1. Elimination of an expensive and staff-intensive data center
2. Ease of hardware scalability
3. Reduced hardware cost
4. On-demand, pay as you go scalability
. Reduction of IT staff
6. Suitability for ad hoc test environments
7. Allows complete system administration and management
8. Support multiple tenants

n

Difference between laaS, PaaS and Saa$S

=

et

s e e

ST T i e P e Y Y o g R By ) R, ot e g e L e

Amazon Web Services, for
exampie, offers laaS through
ggzﬂasﬁc Compute Cloud, or

In laas, infrastructure as a
SETVICE.

Virtual platform on which
ired operating
environment and application
. Mipiopnd
1aaS is a cloud service that
- Provides basic computing
infrastructure: servers, storage,
- and networking resources. In
- other words, 1aa$ is a virtual

PaaS

PaaS provides a framework

for quickly developing and

~ deploying applications

Google Cloud Platform
provides another PaaS option

in App Engine
In Paas, platform as a service

Operating environment
included

Paa$ refers to cloud platforms
that provide runtime
environments for developing,
testing, and managing
applications

SaaS

SaaS makes applications
available through the internet. |

SaaS applications such as 5
Gmail, Dropbox, Salesforce, or
Netflix ;'

In Saa$, software as a service

Operating environment largely
irrelevant, fully functional
application provided

Saa$ allows people to use -.
cloud-based web applications.
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email services sucﬁ n »
and Hotmail are mﬁ:‘; i

pcing eest | 2

m identity as a Service
ice (IDaaS) 1s cloud-based au

thentication operated by a

growing number of software and SaaS applications.

o Five key capabilities are required to make enterprise IDaaS solutions possible :

1. Single Sign-on (SSO) : With single sign-on employees, partners and customers

obtain easy, fast and secure access 1O all SaaS, mobile and enterprise

applications with a single authentication using corporate credentials.
:ncludes adaptive

2 Multi-factor Authentication (MFA) : MFA typically
based on situationd

,uthentication methods-options to step up as risk increases
changes, user behavior or application sensitivity.

3. Access Security : Access security 1s policy-based access manage

applications and APIs to enhance security beyond SSO.

[DaaS with their existing
0111&‘1'5

ment for

4. Directory : While most enterprises prefer to integrate
user stores, they may use a cloud directory, especially to support cust
and/or partners.

5. Provisioning : Through SCIM support and integration with On'Preszes
provisioning, user data is synced with web and enterprise applications: .

« IDaaS supplies cloud-based authentication or identity management 10 enterpﬂ.ve
who subscribe. The goal is to ensure users are who they claim to be, and 10 g at
them the right kinds of access to software applications, files, Or other l'esomcesthe
the right times. If the infrastructure to make this happen i< puilt on sites P
company has to figure out what to do every time a pmblem comes Up-

o
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Advantages of IDaaS :

1. Deliver access services efficiently and cost-effectively.
2. Protect against internal and external security threats
3. With IDaaS, costs drop to the subscription fee and the administration work

4. Your team has to keep up servers; purchase, upgrade, and install software; back
up data regularly; pay hosting fees

EXXJ Pods, Aggregation, Silos

» Workloads support a certain number of users. When the workload reaches the
limit of largest virtual machine instance possible, a copy or clone of the instance is
required. A group of users within a particular instance is called a pod.

e Pods are managed by a Cloud Control System (CCS). Fig. 1.6.4 shows pods,
aggregation and failover in laaS.

Pod

S s —
S S S e
F-_--_l—ll‘

.

‘ﬂ—ﬂ_“nnn
’-'-'_-——'_I—
\'h—-‘-!‘-‘
F-_-‘--.__
t-—-—-ﬁ_ﬁﬁ

i — i — g — —
G g S P
#--l_—-—-_

Pod 1 Failover SR, E— Pod 1 Failover
Fig. 1.6.4 Pods, aggregation and failover in laaS

* Sizing limitation of pod need to be considered when building large cloud-based
application. Pods are aggregated into pools within laaS region or site called an
availability zone.

* When the computing infrastructure isolates user clouds from one another, so that
interoperating is impossible this creates an information silo, or simply silo.

* Silos are the cloud computing equivalent of compute islands : They are processing
domains that are sealed off from the outside.
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* When a cloud computing infrastructure isolates user clouds from each oth

' : i

management system is incapable of interoperating with other private |
creates an information silo, or simply a silo.

T l"ilrj 4

Ne
”U!jq

1

e Most often, the term silo is applied to PaaS offerings such as Force.cq
-COm
QuickBase, but silos often are an expression of the manner in which a o
l"r”_";

computing infrastructure 1s architected.

« Silos are the cloud computing equivalent of compute islands : They are Process
" -=3351N
domains that are sealed off from the outside. 4

e When vou create a private virtual network within an laaS framework, the chance.
are high that you are creating a silo.

e Silos impose restrictions on interoperability that runs counter to the open natyre
build-componentized service-oriented applications.

e However, that is not always a bad thing. A silo can be its own ecosystem; it can
be protected and secured in ways that an open system can't be. Silos just aren't a
flexible as open systems and are subject to vendor lock-in.

University Questions

— e —— —_— = = — = - - — —_—— = e — e — m—— == ——

1 Explam saas wtih an example. GTU : Summer-17, Marks 7

GTU : Summer-17. 18, Winter-17, 18, Marks 7

2 Compare different cloud service provider ?
3. [Illustrate different service midel of cloud.

Describe layers and types of cloud computing services. . Winter-17, Winter-18, Marks 7

4

5 Write a note on Cloud Computing Stack. GTU : Summer-18, Marks 7
6. Explain Pod, Silos and aggregations in terms of cloud. GTU : Summer-18, Marks 3
7. Explain IAAS, PAAS and SAAS with a example. GTU : Winter-18, Marks 1

Multiple Choice Questions

Q.1 Point out the wrong statement :

a Abstraction enables the key benefit of cloud computing : shared, ubiquitous

ACCELS.

. | _ 2us
b Virtualization assigns a logical name for a physical resource and then 1:3!""3"‘-’“7l

a pointer to that physical resource when a request is made.

¢ All cloud computing applications combine their resources into pools that ¢
assigned on demand to users.

d All of the mentioned.

TECHNICAL PUBLICA TIOHS@ - an up-thrust for knowledge
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Q.2 Point out the wrong statement :

a The massive scale of cloud computing systems was enabled by the
popularization of the Internet,

b Soft computing represents a real paradigm shift in the way in which systems
are deployed.

¢ Cloud computing makes the long-held dream of utility computing possible with
a pay-as-you-go, infinitely scalable, universally available system.

d All of the mentioned.

Q.3 Which of the following is essential concept related to Cloud ?
a Reliability b Productivity

i, e B

-------

c Abstraction Ji All of the mentioned.

Q.4 Point out the wrong statement :

a All applications benefit from deployment in the cloud.

_' _c Cloud computing is revolutionary, even if the technology it is built on is
evolutionary.

d None of the mentioned.

QS Which of the following cloud concept is related to pooling and sharing of

resources ?
a Polymorphism b Abstraction
c Virtualization d None of the mentioned

Q6 CDC Stands for
ﬂ Cloud Data Computing b Cloud Data Cluster
¢ Cloud Data Center cl Computing Data on Cloud

Q7 In which year IoT was introduced ?

a 1999 b 1998
c 1996 d 1997
Qg _is mainly used to utilize idle resources in the nodes.
a Dedicated cluster b Enterprise cluster

¢ Distributed Cluster | d Centralized cluster

T — - T e

e —— i
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¢ into the cloud for user and administrators.
a Cloud manager b Group manager
¢ Instance manager d VM manager

I

g iy S

e

Q8 s the entry poin

may directly correlate with their

Q.10 The services that provides utility
b profit

a expectations
¢ time d. satisfaction
Q11 The promise of has raised the IT expectations of small and medium
enterprises beyond measures.
a cioud computing 1

¢ cluster computing

of grids/clouds to offer standard interfaces for dynamically scal™

-
services delivery in their products.

a1s VAN stands for
a Virtual Application Network
¢ Virtual Admission Network

b Virtual Acceptable Network
'd Virtual Area Network
re 5

the nodes are closely packaged In one or MO

Sitting in a room and the nodes are not attached to peripheralﬂ*
‘b Slack

‘'a. Compact
d Tightly coupled -

¢ Loosely coupled

____.....-I""'I
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Q.17 Virtualization is a computer architecture techn -_olc-:gy. by whlchmultl_ple_ _are
multiplexed in the same hardware machine.
a virtual memory b virtual machines
¢ physical machines d virtual machine monitor

Q.18 Which of the following is not VI manager ?

‘a Apache VCL b App Logic
© Google VI dl Nimbuz 3

a4 b s
<6 a7
Q20 ____ is the process of transferring data between storage types, formats or
systems.
‘a Data mediation b Data integrity
; Data modification 'd Data migration

Q.21 Which of the following is not principle of the cloud ?

E Federation E Non independent
¢ Trust d Isolation

Q22 s a directory on the cluster node where a VM is running.

L

‘a Virtualization b KVM
E Virtual machine directory d VMware
Q.23 Which of the following is NOT Cloud application features ?
‘a Multitenancy b Elasticity
c Homogeneous cloud platform d On-demand service

Q.24 Usually, when accessing the public or private cloud, the users require minimum
" which is sometimes defined by the cloud providers ?

a frequency b bandwidth
¢ Internet d all of these

TECHNICAL PUBLICATIONS® - an up-thrust for knowiedge
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t of components that collectively descrip,

E——

Q.25 Cloud architecture consists of a se
the way the cloud works.

a horizontal b vertical
¢ hierarchical d| all of these
Q.26 Which of the following is NOT phases of cloud migration ?
a Migration strategy b Prototyping
j d Debugging

Q.27 are a set of agreements that are signed between the user and service

providers.
‘a Service level agreement
¢ Service layer agreement

b Service oriented architecture

Q.28 Which of the following type of virtualization is also characteristic of cloud

computing ?
é Storage b Application
¢ CPU d Al of the mentioned

Q.29 Which of the following network resources can be load balanced ?

‘a Connection through intelligent switches
b DNS

¢ Storage resources

'd All of the mentioned

Q.30 How many types of virtual private server instances are partitioned in an [aad
stack 7
a; One b Two
¢ Three d All of the mentioned
Q.31 Which of the following is associated with considerable vendor lock-in ?
a PaaS b laaS
¢ Caa5 d SaaS
R e —— R
/
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Q32 ______ for both hosted on premisés applications and data sources.
iﬂa: [aaS ‘b PaaS
c SaaS 'd Daa$

Ansmr Ktys for Hulﬂplo Cholct Quutlons :

mw-'-h e W T A W S T e T R T T e e, s L R N Rl

01 i S Q.2 b Q.s ¢ Q4 a
Q.5 & Q6 ¢ Q.7 s | Qb b

Q9 * Qo a | oqn | b | Q12 :

1
L e b LT
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Evolution of SaaS

¢ Software was initially sold out in the form of floppy discs. The

| | airlip,
management systems of earlier days used these kinds of floppy discs Which y,
used to store data.

* Although software took the form of products, there happened a change, w; "
could not be called as big as a revolution, when flo

Ppy discs were replaced by
Compact Discs and DVDs. Software as a product had one feature, having only on,
application.

* Software after the internet era could be called as a revolution when the
software-as-a-product-market, had to go through a huge downfall, since people
started downloading software directly from the internet instead of buying them.

* Next came the era of cloud computing, which made the process even simpler,

ty for even the installation of the software on the
computer.

the area of Cloud Computing where

a service and get a turnkey solution but
are not supposed to dive into

_ the complexity of running the IT stack. Running an
IT stack includes the hardware ([aaS)

and the development platform (Paa$), if any.
In 1999, Salesforce launched their
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e B2B systems are capable of driving this new on-demand integration model because
they are traditionally employed to automate business processes between
manufacturers and their trading partner.

e Social media is nowadays becoming the tool where companies are interacting with
their customers. Instagram is becoming the new tool for customer relationship
management. This makes the process much more simpler wherein there is no need
for maintaining customer database.

o Instead, it becomes even more exciting since the companies can directly interact
with their customers with the help of social media. Most of the companies
working on software as a service, are nowadays switching over to social media

analytics and integration.
°© Hub and spoke architecture, helps for simple implementation of SaaS. It also

avoids placing an excessive processing burden on the customer sides. The hub
is installed at the SaaS provider's cloud center to do the heavy lifting such as

reformatting files. A spoke unit at each user site typically acts as basic data
transfer utility.
c SaaS applications are mostly delivered through a web browser or a thin client

terminal. The subscribers pay for SaaS services, which are priced on different
usage parameters such as the number of transactions or the number of users

accessing the app.
Challenges of SaaS Paradigm

e Lack of the following features prevents the massive adoption of clouds :
1. Controllability
2. Visibility & flexibility
3. Security and Privacy
4. High Performance and Availability
5. Integration and Composition
6. Standards

* Challenges :
1. Integration Conundrum : Organization without a method of synchronizing data

between multiple lines of businesses are at a serious disadvantage in terms of
maintaining accurate data, forecasting, and automating key business processes.
Real-time data and functionality sharing is an essential ingredient for clouds.

2. Application programming interfaces are not proper and insufficient.

I|I'“'.'"".--—l-_
o
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Data integrity, confidentiality, quality anq |
d applications are interlinked and sad d.le: Ue
to

3. Security for transmission of data :
have to be preserved as services an

work together.
SaaS Integration Services

 Integration-as-a-Service delivers an in

to backend systems, sources, files,
implementation of well-defined interfaces,

tegration solution that provides connectiy;
and operational applications through thtz
web services, and «calls b S

e SaaS integration involves connecting a SaaS application with another cloud-bageg
app or an on-premise software via Application Programming Interfaces (APIs),

Once connected, the app can request and share data freely with the other app ¢

on-premise system.
Cloud middleware will be made available as a service. Due to varying integration |
requirements and scenarios, there are a number of middleware technologies and
products such as JMS-compliant message queues and integration backbones such
as enterprise service bus, Enterprise Data Bus (EDB), complex event processing etc.
Service Bus (ESB) is an architectural pattern whereby a centralized

| e Enterprise

ﬁ\, software component performs integrations between applications. It performs

F.’ transformations of data models, handles connectivity, performs message routing,
converts communication protocols and potentially manages the composition of
multiple requests.

Events are coming up fast and there are Complex Event Processing (CEP) engines
that receive a stream of diverse events from diverse sources, process them at
real-time to extract and figure out the encapsulated knowledge, and accordingly
select and activate one or more target applications thereby a kind of lighter =
connectivity and integration occurs between the initiating and the destination
applications.

Amazon's Simple Queue Service (SQS) provides a straightforward way f‘_’r
applications to exchange messages via queues in the cloud. sQS is a classi
example for understanding what happens when a familiar on-premise service 15
recast as a cloud service.

e The constraining attributes of SaaS applications are :
a) Dynamic nature of the SaaS interfaces that constantly change.

b) Dynamic nature of the metadata native to a SaaS pmvider such & |

Salesforce.com.
c) Managing assets that exist outside of the firewall.

_ _
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d) Massive amounts of information that need to move between SaaS and

on-premise systems daily and the need to maintain data quality and integrity.

» Limited Access : Access to cloud resources is more limited than local applications.
Accessing local applications is quite simple and faster. Imbedding integration
points in local as well as custom applications is easier.

+ Once applications move to the cloud, custom applications must be designed to
support integration because there is no longer that low level of access.

o Dynamic resources : Cloud resources are virtualized and service-oriented.
+ Performance : Clouds support application scalability and resource elasticity.

SaaS Integration of Products and Platforms

Jitterbit

o Jitterbit cloud integration enables organizati
synchronize their cloud-based data seamlessly and
enterprise applications and systems.

o Beside user-friendly interfaces and wizard tools, Jitterbit supports not only XML
but also Web services. JitterBit focuses on data integration in the context of
point-to-point application integration, ETL and SOA.

o Jitterbit supports SOA, event-driven architectures, and traditional data integration

methods, and can easily scale to fit any cloud integration initiative.

ons to replicate, cleanse, and
securely with their on-premise

/

xactly

" e -
e 4
e e S
.,F g .
S ’ s
e, e -
i ey

g

|
Inspire perforinance
\

Fig. 2.2.1
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° Ilﬁetblt is a hﬂl}r graphjcﬂl i‘ntegratiﬂn ﬂﬂlﬂ“ﬂn thﬂt PrDVideiﬂ users a VETHatilt
platform and a suite of productivity tools to reduce the integration efforts sharp),

o Jitterbit can be used standalone or with existing EAI infrastructures, enabling Usery
to create new projects or consume and modify existing ones offered by
open-source community or service provider.

e Jitterbit helps businesses make faster, more effective decisions by enabling them ,
unify and exploit data from all sources.

e Using the Jitterbit API integration platform companies can rapidly connect Saag
on-premises and cloud applications and instantly infuse artificial intelligence ing,
any business process.

e Jitterbit consists of two major components : Integration Server and Integration

Environment.

1. Integration Environment : An intuitive point-and-click graphical user interface
that enables to quickly configure, test, deploy and manage integration projects
on the Jitterbit server.

2. Integration Server : A powerful and scalable run-time engine that processes a
the integration operations, fully configurable and manageable from the Jitterbit
application.

Boomi Software

e Boomi AtomSphere is an integration service that is completely on-demand and
connects any combination of SaaS, PaaS, cloud, and on-premise applications
without the burden of installing and maintaining software packages or appliances.

 Boomi offers the "pure SaaS" integration solution that enables to quickly develop
and deploy connections between applications, regardless of the delivery model.

 Boomi Integration supports the B2B interactions with trading partners usiné
industry-leading messaging standards like EDI X12, EDIFACT, and RosettaNet

Bungee Connect

e Bungee Connect enables cloud computing by offering an application developmen!

and deployment platform that enables highly interactive applications integratiﬂg
multiple data sources and facilitating instant deployment.

¢ Bungee Connect reduces the efforts to integrate multiple web services into @ sing'*
application. Applications built with Bungee Connect run at native speeds on eac”
platform. An application built in Java with Bungee Connect will run nativel i
all targeted platforms.

__.-—-'""'-.f
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 Bungee's unique “Connection” technology offers developers the ability to maintain
a single set of application-specific logic where all multiple platform-specific
assemblies are connected and configured through a simple design process.

gEX} OpSource Connect

« OpSource Connect also addresses the problems of SaaS integration by unifying
different SaaS applications in the “cloud” as well as legacy applications running

behind a corporate firewall.

« OpSource Connect is made up of key features including
a) OpSource Services Bus

b) OpSource Service Connectors

¢) OpSource Connect Certified Integrator Program
d) OpSource Connect ServiceXchange

e) OpSource Web Services Enablement Program

SnaplLogic

* Snaplogic is a platform to integrate applications and data, allowing you to quic?dy
connect apps and data sources. The company is also branching out into connecting

and integrating data from IoT devices.
* SnapLogic offers a solution that provides flexibility for today's data integration

challenges. -

1. Changing data sources : SaaS and on-premise applications, Web APIs, and RSS
feeds

2. Changing deployment options : On-premise, hosted, private and public cloud
platforms

3. Changing delivery needs : Databases, files, and data services

* Advantages : Includes many built-in integrations, and easy tracking of feeds into a
system

* Disadvantages : Can take time to understand how the platform works; error
handling not built-in.

¢ Pervasive data cloud is the first multi-tenant platform. Pervasive data cloud is a
platform to deploy applications that are Scalable, Flexible, secure and Robust.

m Online MQ

* Itis an Internet-based queuing system. It support secure online messaging solution
for sending and receiving messages over any network.

=
I-q-“"‘-'-rd.-..__

—
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integration spa
e It is a cloud messaging queuing service. ;ﬂ the Br pace, mesgaging
middleware as a service is the emerging trend.

4. High availability

SaaS Integration Services
e The SaaS data integration allows you t0 distribute applications to those withj,

your organization safely, securely, and without configuration, allowing you i
;mhv share applications as well. It also allows you to work from that ambiguoys
cloud that everyone is raving about, without the public domain.

informatica On-Demand

e Informatica Cloud is a data integration solution and platform that works like
Software as a Service. It integrates cloud-based data with the data residing in

on-prenuse databases and systems or between cloud applications.

* The informatica on-demand service is a subscription-based integration service that
provides all the relevant features and functions, using an on-demand or an
as-a-service delivery model.

* Informatica offers a variety of data integration software and services that are able
to imntegrate with Salesforce. Informatica's cloud Salesforce connectivity &
organizations integrate on-premise systems, SaaS applications, and enterpr
databases.

*» For organizations using Service Cloud, Informatica helps unify your customer dat?
and integrate it across Service Cloud, mobile, and On-premise environments.

* Key benefits :
1. Rapid development and deployment with zero maintenance of the integral”
2. Automatically upgraded and continuously enhanced by vendor.
3. Proven SaaS integration solutions

4. Proven data transfer and translation technology

D
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m Microsoft Internet Service Bus

e Azure is cloud operating system from Microsoft. Microsoft Azure Service Bus is a

fully managed message broker with message queues and publish-subscribe topics.

Service Bus is used to decouple applications and services from each other.

e Microsoft NET services is a set of Microsoft-built and hosted cloud infrastructure
services for building Internet-enabled applications.

« The .NET service bus acts as a perimeter network in the cloud, providing a single
place to manage credentials of the client and services. The .NET service bus is the
front end of the service; it encapsulates and isolates the service from malicious
callers lurking on the internet and is responsible for repelling various attacks from

denial-of-service to replay attacks, while obscuring the identity and true location of
the actual service.

e The NET Access Control Service is a hosted, secure, standards-based

infrastructure for multiparty, federated authentication, rules-driven, and
claims-based authorization.

o Fig. 2.3.1 shows how the relay service operates.

&\

© =z
B3

Fig. 2.3.1 Relay service operates

 First, both the service and the client must establish connections and authenticate
against the relay service. At this point, the relay also records where the service is
and how to best call back to it. When the client calls the relay service, the relay
service forwards the call to the service.

* The .NET service bus acts as a perimeter network in the cloud, providing a single
Place to manage credentials of the client and services.
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e The NET service bus is the front end of the service; it encapsulates and i,
the service from malicious callers lurking on the internet and is responsih), :L
repelling various attacks from denial-of-service 1o replay attacks, while obscyy,,
the identity and true location of the actual service. >

e The NET service bus supports a WCE-friendly programming model by offering ,
set of dedicated bindings and behaviours.

computing that delivers fundament,

e Infrastructure-as-a-Service is a form of cloud
to consumers on-demand, over the

compute, network, and storage resources
internet, and on a pay-as-you-go basis.

« In the laaS model, the cloud provider owns and operates the hardware and
software and also owns or leases the data center.

e 1aaS includes virtual servers and cloud storage, cloud security, and access to data
center resources

Background and Related Work

e 1aaS is made up of a collection of physical and virtualized resources that provide
consumers with the basic building blocks needed to run applications and
workloads in the cloud.

e laaS is typically understood as virtualized compute resources. Providers manage
the hypervisors and end users can then programmatically provision virtua
=nstances” with desired amounts of compute and memory. The three primary
types of cloud storage are block storage, file storage, and object storage.

o Virtualization can be defined as the abstraction of the four computing resour
such as storage, processing power, memory, and network or 1/0. Virtual
machine's technology makes it very flexible and easy to manage resources 1n €
computing environments.

Virtual Machines Provisioning and Manageability
efficien

e Virtual machine provisioning enables the cloud providers to make 4
A clov

utilization of available resources and make a sood Prﬂﬁt out of it.
provider provisions their resources either statically or dynamically. In static VIt
machine provisioning the current demand of the user is not considered.

; t0
o Virtual Machine Lifecycle Management (VMLM) is a set of processes deslgﬂedan 4
help administrators oOversee the implementation, delivery, operation.
maintenance of virtual machines (VMs) over the course of their existence:

e /
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o Fig. 2.4.1 shows virtual machine life cycle.

IT service request

Release M

1. End of service
2. Compute resources
dealiocated to other VMs

1. Infrastructure
2. Requirements analysis
IT request

VM in operation VM provision

1. Servi web requests £ Lﬂa-d 0S app"ﬂﬂCﬂﬂ
2 M1g Giﬂgln servi EZQE B R 2. Customize and cnnﬁgure

3. Scale on-demand 3. Start the server
compute resources

Fig. 2.4.1 Virtual machine life cycle

to the organization information technology

e Cycle starts by a request delivered
for a particular

department, stating the requirement for creating a new server

service.
e This request is being processed by the IT administration to start seeing the servers’
resource pool, matching these resources with the requirements, and starting the

provision of the needed virtual machine.

* Once it is provisioned and started, it is ready to provide the required service
according to an service level agreement or a time period after which the virtual is
being released; and free resources, in this case, won't be needed.

* Steps to Provision VM :
1. Select a server from a pool of available servers along with the appropriate OS

2. Load the required software

3. Customize and configure the machine
4. The virtual server is ready to start with its newly loaded software.

E!I Virtual Machine Migration Services

* Migration service is the process of moving a virtual machine from one host server

or storage location to another.
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to the total amount of time required ¢

e Migration Time : Migration time refers Jestination node without affecting ji

transfer a virtual machine at source O
availability.
« Tt is used for load balancing
used to reduce power consum
e Virtual Machune Migration metho

1) Hot (live) migration - Virtua
does not lose 1ts status.

d physical achine fault tolerant. It can also e
an -

ption in cloud data centers.

ds are divided into two types ‘- o

| machine keeps running while migrating ang

2) Cold (non-live) migration - The status of the VM loses and user can notice the

service interruption ' . | |
Cold migration Occurs when the VM s shut down. Live migration occurs while
[ ]

the VM is actually running.
2 ] iques are as follows : |
Lfﬂiﬂ:u and high availability : Live migration is also called a-s hot o
real-time migration. Live migration 1s the movement of a virtual machine from
one physical host to another while being powered on. Live migration can also
be used for load balancing in which work is shared among computers in order
to optimize the utilization of available CPU resources.

e Fig. 24.2 shows live migration timelines.

VM running on
host A

Overhead
(Copy of dirty pages)

_ﬂ--——------h--q

Downtime _
(VM halted) Stage 4 : Stop and copy

- —
—--l—--q—-_----
L ——
™
=
— e —
L e——

VM running on
host B Stage 6 : Activation

Fig. 2.4.2 Live migration timelines
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Stage 1 : Pre-Migration stage : A target host will be preselected where the
resources required to receive migration will be guaranteed.

Stage 2 : Reservation : A request is submitted to migrate a VM from Host-A to
Host-B. If the request is not fulfilled, then VM will continue to run on Host-A.

Stage 3 : Repetitive Pre-Copy : During the first iteration, all memory pages are
transferred from Host-A to Host-B. Subsequent iterations copy are only those pages
dirtied during the previous transfer.

Stage 4 : Stop and Copy : In this phase, VM will be suspended on Host-A and
redirect its network traffic to Host-B. CPU state and any remaining inconsistent
memory pages are then transferred like a final sync. This process will reach a
consistent suspended copy of the VM at both Host-A and Host-B. Host-A will
remain primary and it will be resumed in case of failure at this stage.

Stage 5 : Commitment to the hosts : Host-B sends the signal to Host-A that it has
successfully received a consistent VM OS image. Host-A acknowledges the signal
and destroys the VM. Host-B becomes the primary host for migrated VM.

Stage 6 : Activation of VM : The migrated VM on Host-B is now activated.
Post-migration code connects to the local resources and resumes the operation

2. Cold Migration
e Cold migration is the migration of a powered-off virtual machine. In cold
migration, the VM is shut down at the source, moved to the destination and

restarted at the destination host.

e In hot migration, the VM is suspended at the source, moved to and resumed at
the destination. In live migration, the VM remains in its execution state while

moving it from source to the destination host.

» The cold migration process is simple to implement.

VM migration, SLA and On-demand computing
¢ System attempts to allocate a maximum number of resources in a manner that
ensures that all the service level agreements (SLAs) are maintained. Virtualization
is considered as a core technology of cloud computing.

e Virtual machine instances allow cloud providers to utilize data center resources
more efficiently. Moreover, by using dynamic VM consolidation using live
migration, VMs can be placed according to their current resource requirements on
the minimal number of physical nodes and consequently maintaining SLAs.

* A particular VM is consuming more than its fair share of resources at the expense
of other VMs on the same host.
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Platform As a Service

e Platform as a Service (PaaS) is an abstracted and integrated cloud.},
computing environment that supports the development, running, and Manag e:m
of applications. Application components may exist in a cloud environmen, or r:m
integrate with applications managed in private clouds or in data centers. !
e The goal of the PaaS provider 1s to create an abstracted environment that SUPpon,
an efficient, cost-effective, and repeatable process for the creation and deployme,

of high-quality applications. These applications are designed to be implementeg .
public or private cloud environments.

e Private clouds are virtual distributed systems that rely on a private infrastructyy,
and provide internal users with dynamic provisioning of computing resources.

As n S
i L]

integration of Private and Public Cloud

e Aneka is a software platform for developing cloud computing applications.

e Aneka is a platform and a framework for developing distributed applications on
the doud. It harnesses the spare CPU cycles of a heterogeneous network o
desktop PCs and servers or data centers on demand.

e Aneka provides developers with a rich set of APIs for transparently exploiting

such resources and expressing the business logic of applications by using the

preferred programming abstractions.

One of the key features of Aneka is the ability of providing different ways for

expressing distributed applications by offering different programming models

execution services are mostly concerned with providing the middleware with an
implementation for these models.

Additional services such as persistence and security are transversal to the enfir®

stack of services that are hosted by the Container.

» At the application level, a set of different components and tools are provided to -
1) simplify the development of applications (SDK);

2) porting existing applications to the Cloud; and

3) monitoring and managing the Aneka Cloud. :
e Aneka provides APIs and tools that enable applications to be virmalized ovef

heterogeneous network. :
The container is the bU-lldlng block of the middleware and represents the nﬂ‘ui:f
environment for executing applications; it contains the core functionaliti€s ill o
system and is built up from an extensible collection of services that

administrators to customize the Aneka cloud. /

TECHNICAL PUBLICATIONS® - an up-thrust for knowledge .




v

B = T T e e d | e — e Tl s P

Cloud Computing 2-15 Softwere as 8 Service

There are three classes of services that characterize the container :

1. Execution services : They are responsible for scheduling and executing
applications. Each of the programming models supported by Aneka defines
specialized implementations of these services for managing the execution of a
unit of work defined in the model.

» Foundation services : These are the core management services of the Aneka
container. They are in charge of metering applications, allocating resources for
execution, managing the collection of available nodes, and keeping the services

registry updated.
3. Fabric services : They constitute the lowest level of the services stack of Aneka
and provide access to the resources managed by the cloud

Technologies and Tools for Cloud Computing

Muitiple Choice Questions

Cloud computing covers the entire computing stack from hardware infrastructure
to end-user software applications.
Amazon is probably the major

as-a-Service solutions in the case of public
st of services that, when composed together, form a reliable,

economically accessible cloud.

By using the GoGrid Web interface use
deploy database and application servers,
applications.

Both GoGrid and Amazon EC2 charge their customers on a pay-as-you-go basis,
and resources are priced per hours of usage.

Tera Applogic lays at the foundation of many publi
operating system that includes workload distribution.

player for what concemns the infrastructure

clouds. Amazon Web Services deliver a
scalable, and

rs can create their custom virtual images,
and mount new storage volumes for their

¢ clouds, it provides a gnd

a1

Azure is cloud operating system from

‘b off-premise

'd’ None

a' on-premise

C gateway

- - Tt

e BB ey A - T T R R
i
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| Q.3 Force.com is a

on-demand business application.

en;t;)ling developers to create and deliver any m?

1al m&‘vm as a *nricf b infraﬂl'ﬂ.lct'urﬂ as a service

¢ platform as a service d IT as a Service

of the service.

Q4 The NET service bus is the
b front end

a back end
¢ middleware d All of these

. =

Q.5 Informatica cloud is a
a service.

| _; data integration
 storage integration

.......

__d"_ service integration

Q.6 Online MQ is an Internet-based ___ __ system. J

i ‘a messaging ‘b networking
| © queuing d Al of these
lay __ are a set of agreements that are signed between the user and service

'a Service level agreement

| ¢ Service layer agreement
d_ Software level agreement

Q8 Which of the following is NOT Cloud application features ?

'a Multitenancy b Elasticity

| ¢ Homogeneous cloud platform [d] Ondanand sssvice
Q9 Usually, when accessing the public or private cloud, the users require mi imum
,which is sometimes defined by the cloud providers ?

—

a Frequency be bandwidth
¢ Internet d all of these

e ==
— T = —

rmrr— i =
——
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Q.10 Which of the following network resources can be load balanced ?

‘a_Connection through intelligent switches
b DNS
c Storage resources

'd All of the mentioned

.11 How many types of virtual private server instances are partitioned in an laaS

stack ?
‘a One b Two
¢ Three d All of the mentioned
Bl o , R |
Answer Keys for Muitiple Choice Questions :
Qaag
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Introduction to Virtual Machine

e In a pure virtual machine architecture the operating system gives each process y,
Jlusion that it is the only process on the machine. The user writes an applicatiy,
as if only its code were running on the system.

ots with the computer by typing commands to the virtual machip,

tem console and receiving results back from the machine as sop

GTU : Summer-18, Winter.17 IR

e Each user intera
on a virtual sys
as they are computed.

. Each user directs the virtual machine to perform different commands. Thes
commands are then executed on the physical machine in a multiprogramming

ﬂ'lﬂrmm\tﬁ.

e Virtualization is an abs
the operating system to deli
e It allows multiple virtual

traction layer that decouples the physical hardware from

own set of virtual hardware
(e.g, RAM, CPU, NIC, etc.)
upon which an operating
system and applications are

loaded.
o The operating system creates
the illusion of multiple

processes, each executing on
its own processor with its

own (virtual) memory.
e The main componen

. Virtual lications
Operating system

Hardware

ts of

virtual machine are the
control program, CCPU , Memory , Secondary storage
conversational monitor Fig. 3.1.1 Virtual machine
system, remote  spooling
communication and interactive problem control system. p
am creates the environments in which virtual mﬂChinEE c ¢
| mach”

e The control progr
executes. It also manages

environment.

the real machines underlying the virtua

e

e o

e
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m virtualization Technologies

. Different types of virtualization that are characteristic of cloud computing:

1.
2.

Access : A client can request access to a cloud service from any location.

Application : A cloud has multiple application instances and directs requests to
an instance based on conditions.

CPU : Computers can be partitioned into a set of virtual machines with each
machine being assigned a workload. Alternatively, systems can be virtualized
through load-balancing technologies.

Storage : Data is stored across storage devices and often replicated for
redundancy.

o Features can be defined in software and hardware which enable flexibility as
conforming to one or more of the following mobility patterns:

a)
b)
)
d)
e)
f)

8)
h)

P2V : Physical to Virtual

V2V : Virtual to Virtual

V2P : Virtual to Physical

P2P : Physical to Physical

D2C : Datacenter to Cloud
C2C : Cloud to Cloud

C2D : Cloud to Datacenter
D2D : Datacenter to Datacenter

1. P2V : Physical to Virtual
Physical to Virtual (P2V) is a term that refers to the migration of an operating
system, application programs and data from a computer’s main hard disk to a

virtual machine. It is also called hardware virtualization.

Data migrated in P2V includes an OS, applications, programs and data from a

computer's main hard disk to a VM or a disk partition.

The end result of a P2V migration is a VM with the same data, applications and
System configurations as the physical server being virtualized.
Modern operating systems and processors allow multiple processes to run

simultaneously .

A protection mechanism should exist in the processor so that all instructions from
different processes will not access the hardware directly, this will lead to a system

Crash.

All Processors should have at least two modes : user mode and supervisor mode.

"""--.______‘_‘“__

T

————
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e Modes are used to control the access to the hardware directly. Instructions TUnnip
in the supervisor mode are called privileged instructions and the others ari

unprivileged.
e Ex : VMware Workstation
e In a virtualized environment, it is more difficult to make OSes and applications
run correctly because there are more layers in the machine stack.
e P2V is commonly used to accomplish server virtualization. P2V is also popular 3
a way for Mac users to run Windows applications.

2. V2V : Virtual to Virtual
e Virtual to Virtual (V2V) is a term that refers to the migration of an Operating

System (OS), application programs and data from a virtual machine or disk
partition to another virtual machine or disk partition.

The target can be a single system or multiple systems. To streamline the operation,
part or all of the migration can be carried out automatically by means of

» Virtual to Virtual (V2V) is a process of copying, migrating or replicating a Virtual
Machine (VM) image, data or disk partition to another VM. It facilitates the
migration of data or a machine instance between VMs and/or virtualization

environments.

3. V2P : Virtual to Physical

e In Virtual to Physical (V2P) , the migration of an Operating System (05
application programs and data from a virtual machine or disk partition to @
computer’s main hard disk. The target can be a single computer or multiple
computers.

e V2P can be done manually by defining the target physical environment S
hard disk and then installing the OS, applications and data on it from the V
environment.

e This can be complex and uncertain process, especially if the new environﬂ‘em

contains substantially different hardware than the old. To streamline the operaﬁﬂﬂ;

part or all of the migration can be carried out automatically by means °
specialized programs known as migration tools.

o V2P can be used to restore the hard disk contents of a failed computer or n€
server from a backup storage medium such as a tape drive.

uch a5
irtual

twork

4. C2D : Cloud to Datacenter .
e Data centers require extensive network hardware in order to enable multiple leve

" i - /
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o For

networking infrastructure, the data center is broken down into five network

subsystems: Carrier and External Networks Interconnection, Web-Tier Load

Balancing and Acceleration.

& Carrier

and External Networks Interconnection : It consists of backbone routers,

arewall and VPN gateways. Backbone routers provide routing between external
WAN connections and data center LAN.

Web-Tier Load Balancing and Acceleration : It contains web acceleration device
such as XML pre-processors, encryption/decryption appliances and layer 7

switching devices that perform content-aware routing.

Load Balancing

¢ Load balancing
computers, processes, disk or other reso

can be defined as the process of task distribution among multiple
urces in order to get optimal resource

utilization and to reduce the computation time.
o Fig. 3.1.2 shows load balancing in cloud computing.

* Load balancing is an imp
utilization.

* Cloud load balancing is the proces
resources in a cloud computing enviro
manage application or workload demands
computers, networks or servers.

* The technology used to distribute 5€
load balancing, Load balancing ¢an be

ge==I Main server

User
Fig. 3.1

2 Load balancing In cloud computing

ortant means to achieve effective resource sharing and

s of distributing workloads and computing
nment. Load balancing allows enterprises to
by allocating resources among multiple

rvice requests to resources is referred to as

implemented in hardware.
nce millions of user hits per day.

* Google, Yahoo!, Amazon, and Microsoft experie N |
Across the web, sites experience a wide range of network traffic requirements.

R
| —
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e To handle such web requests, the sites use a technique known as load balancin&

to share the requests across multiple servers.
e Load balancing uses a server to route traffic to multiple servers which, in

share the workload
e In general, load balancing algorithms can be divided into follnwif\g three types .
1. Centralized approach : In this approach, a single node is responsible f
managing the distribution within the whole system.

. Distributed approach : In this approach, each node independently builds it
own load vector by collecting the load information of other nodes. Decisions

are made locally using local load vectors. This approach is more suitable for
widely distributed systems such as cloud computing.

3. Mixed approach : A combination between the two approaches to take

advantage of each approach.
e Load balancing is an optimization technique;
and throughput, lower latency, reduce response

« The following network resources can be load balanced :
a Network interfaces and services such as DNS, FTP and HTTP

b. Connections through intelligent switches

¢. Processing through computer system assignment

d. Storage resources

e. Access to application instances

o Without load balancing, cloud computing would very difficult to manage.

balancing provides the necessary redundancy to make an intrinsically unreliable
system reliable through managed redirection. It also provides fault tolerance when
coupled with a failover mechanism.

Metrics For Load Balancing In Clouds :
s Various metrics considered in existing load balancing techmiques in cloud

computing are discussed below :
1. Throughput is used to calculate the number of tasks whose execution has bee?

completed. It should be high to improve the performance of the system.

it can be used to increase utilization
time and avoid system overload.

Load

7 Owerhead associated determines the amount of overhead involved whil
iunplementing a load-balancing algorithm. It is composed of overhead dU® tD
movement of tasks, interprocessor and inter-process comm jcation:
should be minimized so that a Joad balancing technique can work efficiently-

3. rl‘ault'wh'rance is the ability of an algorithm to perform uniform load balancolzj
in spite of arbitrary node or link failure. The load balancing should be 2

fault-tolerant hft'hniquu.
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4. Migration time is the time to migrate the
other. It should be minimized
system.

.

‘ jobs or resources from one node to
In order to enhance the performance of the

5. Response time is the amount of time taken to respond by a particular load

balancing algorithm in a distributed system. This parameter should be
ey

6. Resource utilization is used to check the utilization of resources. It should be
optimized for an efficient load balancing.

7. Scalability is the ability of an algorithm to perform load balancing for a system
with any finite number of nodes. This metric should be improved.

8. Performance is used to check the efficiency of the system. This has to be

improved at a reasonable cost, e.g., reduce task response time while keeping
acceptable delays

¢ In cloud computing, load balancing is required to distribute the dynamic local
workload evenly across all the nodes. It helps to achieve a high user satisfaction
and resource utilization ratio by ensuring an efficient and fair allocation of every
computing resource.

* The various benefits of load balancing are as follows :
1. Increase resource utilization

2. Maximize throughput
3. Lower latency

4. Reduce response time
5. Avoid system overload
6. Increased reliability

Unive ‘
ﬂwr,r*‘-,l!y Questions

S —
S

| machine types.

1. What is

virtual machine ? Explain virtua

alization platform that allows multiple
e time. The term usually

m Understandlng Hypervisors
s a virtu

’ Il'l C 1

Omputing, a hypervisor ¢ the sam
“Pﬁl‘ﬂting systems to run on a host Eﬂﬂ.’\P u;;;:tiﬂn.
refers to an implemenlatiﬂﬂ using full visty

e T (E—— e
'-n..___|I
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e Hypervisors are currently classified in two types :
1. Type 1 hypervisor is software that runs directly on a given hardware platforn, ,
"guest” operating system thus runs at the second level above the hardware.

o« Type 1 VMs have no host operating system because they are imtal.led on a
bare system. An operating system running on a Type 1 VM is a fy]
virtualization because it is a complete simulation of the hardware that it i
running on. | |

2. Type 2 hypervisor is software that runs within an operating system environment. A

“guest” operating system thus runs at the third level above the hardware.

« Bochs and QEMU are PC emulators that allow operating systems such as
Windows or Linux to be run in the user-space of a Linux operating system
VMware is a popular commercial full-virtualization solution that can
virtualizes unmodified operating systems.

« Xen is an open source para-virtualization solution that requires modifications

to the guest operating systems but achieves near native performance by
collaborating with the hypervisor.

+ Microsoft Virtual PC is a para-virtualization virtual machine approach

User-Mode Linux (UML) is another para-virtualization solution that is open
source.

Each guest operating system executes as a process of the host operating
system. Cooperative Linux, is a virtualization solution that allows WO
operating systems to cooperatively share the underlying hardware.

o Linux-V server is an operating system-level virtualization solution fOf
GNU/Linux systems with secure isolation of independent guest servers.

o The Linux KVM is virtualization technology that has been integrated inio the

mainline Linux kernel. Runs as a single kernel loadable module, a Lin%*
kernel running on virtualization-capable hardware is able to act 5 °

hypervisor and support unmodified Linux and Windows guest operatint
systems.

Untversity Question

1. What are hypervisors? List it's importance.

Xen Architecture

* Xen is a type 1 hypervisor that creates logical pools of system
many virtual machines can share the same physical resources

i RIS T o /
———— e
e s
R——
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¢ The operating systems running in

xen is 2 hypervisor that runs directly on the system hardware. It inserts a

layer between the system hardware and the virtual machines,

the system hardware into a pool of logical computing resources that Xen
lly allocate to any guest operating system.

Domain 1

h‘-"""'--_.

T

resources as if they were physical resources.
located between the hardware and the O8S.

Xen doesn't include any device drivers; it provides a mechanism by which a
sical devices.

guest-OS can have direct access to the phy
the hypervisor, kernel and applications. Many

The core components of Xen are
on the top of the hypervisor; but it should be

guest operating systems can run
noted that one of these guest OS controls the others.

This guest OS with the control ability 18 called Domain 0, the others are called
Domain U. Domain 0 is first loaded when the system boots and can access the
hardware directly and manage devices by allocating the hardware resources for
the guest domains (Domain U).

The Control Domain (or Domain 0) is a specialized Virtual Machine that has
Special privileges like the capability to access the hardware directly, handles all
access to the system's 1/O functions and interacts with the other Virtual Machines.

?t also exposes a control interface to the outside world, through which the system
'8 controlled. The Xen Project Hypervisor is not usable without Domain 0, which is

the first VM started by the system.

TECHNICAL PUBLJCAT!ONSO - an up-thrust for knowledge
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Machine Migration Services %

¢ Machine imaging is a process that is used to provide .aystem portability, d
provision and deploy systems in the cloud through capturing the state of $Ysten,
using a system image.

e A system image makes a copy or a clone of the entire cnmputer‘ system insigs,
sméle file. The image is made by using a program called system imaging Progran
and can be used later to restore a system image.

e For example : Amazon Machine Image (AMI) is a system image that is used in t,
doud computing. The Amazon Web Services uses AMI to store copies of a virty
machine.

e An AMI is a file system image that contains an operating system, all devie
drivers and any applications and state information that the working virtu
machine would have.

e The AMI files are encrypted and compressed for security purpose and stored in
Amazon S3 (Simple Storage System) buckets as a set of 10 MB chunks.

e Machine imaging is mostly run on virtualization platform due to this it is als
called as virtual appliances and running virtual machines are called instances.

« The AMI file system is not a standard bit-for-bit image of a system that &
common to many disk imaging programs. AMI omits the kernel image and stor®®
a pointer to a particular kernel that is part of the AWS kernel library.

* Among the choices are Red Hat Linux, Ubuntu, Microsoft Windows, Solaris &
others. Files in AMI are compressed and encrypted and an XML file is written &
describes the AMI archive.

» Machine images are sometimes referred to as "virtual appliances”, systems that ar
meant to run on virtualization platforms,

Cloud Computing 3-10

University Question
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1. How machine imaging help to achieve the goal of cloud co

e —

mputing ? ﬂ

. —— s

Exploring Virtualization

= - - $ 05.
 Virtualization is a broad term that refers to the abstraction of resources acrﬂr[
many aspects of computing. For our purposes : One physical machine t0 supF

multiple virtual machines that run in parallel.

¢ Virtualization is a frame work or methodology of dividing the resoY
computer into multiple execution environments. _

- e __"—.—-.—.. | "
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computing
coud Com
, Virtualization is an abstraction layer that decouples the physical hardware from
the operating system to deliver greater IT resource utilization and flexibility.

3-11 Absiraction and Virtualization

it allows multiple virtual machines, with heterogeneous operating systems to run
i isolation, side-by-side on the same physical machine.

User Application

Host operating system

Fig. 34.1 shows before and

after virtualization.

o Virtualization means running
multiple machines on a
single hardware. The "Real"
hardware invisible to
operating system. OS only
sees an abstracted out
picture. Only Virtual
Machine Monitor (VMM)
talks to hardware.

e It is "a technique for hiding
the physical characteristics of
computing resources from
the way in which other
systems, applications, or end
users interact with those
resources.

single physical resource ' |

Hardware running the host 0S

Computer Hardware

(a) : Before virtualization

appear to function as
multiple logical resources; Or
it can include making (b) After virtualization
multiple physical resources £1a. 3.4.1

g. 3.4,

appear as a single logical
resource.”

* Itis divided into two main categories : |
1. Platform virtualization involves the simulation of virtual machines.

2. Resource virtualization involves the simulation of combined, fragmented or
simplified resources.

* Fig. 342 shows taxonomy of virtualization. (See Fig. 3.4.2 on next page)
* Virtualization is mainly used to emulate execution environment, storage and
Network., Execution environment classified into two types : process level and

System level.

"'"'1-.._._- e — RE——————
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Hardware-assisted
s e

" Full virtualization
—

D Paravirtualiztion
Partial virtualization

Fig. 3.4.2 Taxonomy of virtualization

» Process level is implemented on top of an existing operating system.
o System level is implemented directly on hardware and do not or minmu?
requirement of existing operating system.

Piatform Virtualization
o The creation of a virtual machine uslng a combination of hardware and sOftw&I'E“
referred to as platform virtualization. |
uhmt

s Pladform virtualization is perfﬂnned on a given hardware plﬂtfﬂﬂ“ by rwart

software, which creates a simulated computer environment for its “guest" s0O .

ns U8
The “guest” software, which is often itself a complete operating system- ip‘L,;h
as if it were installed on a stand-alone hardware platform. Typically. many

virtual machines are simulated on a given physical machine. )

s For the “guest’ systern to function, the simulation must be robust e?:;::wa.f‘
support all the guest system's external interfaces, which may include
drivers.

_,--""'" 2 '
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m Resource Virtualization

The basic concept of platform virtualization was later extended to the
virtualization of specific system resources, such as storage volumes, name spaces
and network resources.

Resource aggregation, spannng or concatenation combines individual components
into larger resources or resource pools. For example : RAID and volume managers
combine many disks into one large logical disk.

Virtual Private Network (VPN), Network Address Translation (NAT) and similar
networking technologies create a virtualized network namespace within or across
~etwork subnets. Multiprocessor and multi-core computer systems often present
what appears as a single, fast processor

Virtualization means running multiple machines on a single hardware. The "Real’
hardware invisible to operating system. OS only sees an abstracted out picture.
Only Virtual Machine Monitor (VMM) talks to hardware.

It is "a technique for hiding the physical characteristics of computing resources
from the way in which other systems, applications or end users mnteract with those
resources.

This includes making a single physical resource appear to function as multiple
logical resources; or it can include making multiple physical resources appear as 2
single logical resource.”

Pros and Cons of Virtualization
a) Pros

1. Data center and energy-e

fficiency savings : As companies reduce the size of their
hardware and server footprint, they lower their energy consumption

2. Operational expenditure savings : Once Servers are virtualized, your IT staff can

greatly reduce the ongoing administration and management of manual work.

. Reduced costs : It reduced cost of IT infrastructure.
. Data does not leak across virtual machine.

5. Virtual machine is completed isolated from host machine and other virtual

machine.

. Simplifies resource management by pooling and sharing resources.
- Significantly reduce downfime.
- Improved performance of IT resources.

TECHNICAL PUBLICATIONS® - an up-thrust for knowledge
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b) Cons
1. Not all hardware or software can be virtualized.

applications ~ are specifically  designed , . |

2. Not all servers are

virtualization-friendly.
Difference between Virtualization and Cloud Computing
S Virtualization Cloud Computing
1.  Virtualization is the process of creating a Cloud computing means storing and
virtual environment on an existing server to  accessing data and programs over the
run your desired program, without Internet instead of your computer’s hard
drive.

interfering with any of the other services
provided by the server or host platform to

2. Location of virtual machine is on a specific  Location of virtual machine is on any host.
m - | e e il st s ot e e = y - e - . e g s o .
3. Instance storage is persistent. Instance storage is shortly lived.
4 Virtualization uses customizable VM Cloud computing uses standard VM
| resourcelkeCPUand RAM.  resource like CPU and RAM
5. Recovery from failures: attempt to recover Recovery from failures : Discard instance
“,..,_,.,_....m}{...}i“m., RS P R0 DR LT . : spin u:P new nne' - #

" R P Al i

Implementation Levels of Virtualization
* Virtualization is implemented at various levels -
1. Instruction Set Architecture Level
2. Hardware Abstraction Level
3. Operating System Level
4. Library Support Level
5. User Application level

1. Instruction Set Architecture Level
* The definition of the storage resources and the instructions that manipulate dafa ar
documented in what is referred to as Instruction Set Architecture (ISA)

* ISA view of a machine corresponds to the machine and assembly language level

For example, MIPS binar : .o the
‘ y code can run on an x86- with
help of ISA emulation. x86-based host machine

_
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Instrud‘icfn set emulation leads to virtual ISAs created on any hardware machine.
The basn:: emulation method is through code interpretation. An interpreter
program interprets the source instructions to target instructions one by one.

The key to virtualize a CPU lies in the execution of the guest instructions,
including both system-level and user-level instructions Virtualizing a CPU can be

achieved in one of two ways :
1 Emulation : the only processor virtualization me

the guest is different from the ISA of the host.
2. Direct native execution : Possible only if the ISA of the hos

chanism available when the ISA of
t is identical to the ISA of

f implementing the interface and functionality of one
(or subsystem) having different interface

system (or subsystem) on a system
and functionality.
. In other words, emulation all

to reproduce the behavior of a

Emulation can be carried out using :
2. Binary translation

ting one ISA (the target),

ows a machine implemen
(the source).

software compiled for another ISA

1. Interpretation

2. Hardware Abstraction Level
o This type of virtualization is pe
one hand, this approach generates a virtual

the other hand, the Pproc

virtualization.
such as its processors, memory,

e The idea is to virtualizes a computer’s resources,
and 1/0 devices. The intention is to upgrade the hardware utilization rate by

multiple users concurrently-
virtualize x86-based machines to run

e The Xen hypervisor has been applied to
Linux or other guest OS applications.

Operating System Level Virtua

tion is a server-virtualization method where the

llows for multiple isolated user-space instances,
h are sometimes called containers and

ess manages

lization

i OPeraﬁng-sthem-level virtualiza
kernel of an operating system ©
instead of just one. Such instances,
software containers. )
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e This refers to an abstraction layer between traditional OS and user applicay,
; “Uons
ted containers on a single physic, ”
g Vi

e This tvpe of virtualization creates isola
are and software in data centers

e Containers behave like real serv

consistent operating environment for development, testing, and deployment.
This virtualization creates virtual hosting env
resources among a large number of mutually distrusting users.
virtualization usually 1mposes little to no overhey
partitions use the operating system’s normal syster.
to be subjected to emulation or be run in n

ironments to allocates harg,,

° Operat:iru,g-system-level
because programs in virtual
call interface and do not need

e Instead of trying to run an entire guest OS,
the hardware. Instead, you have containers for

guests, but doesn’t try to virtualize
each virtual environment.

With container-based technologies,
run the virtual environments. The kermel provides

resource management.

you'll need a patched kernel and user tools to
process isolation and performs

Why operating system level virtualization is required ?
tion provides feasible solution for hardware leve!

e Operating system level virtualiza
virtualization issue. It inserts a virtualization layer inside an operating systel
to partition a machine’s physical resources.
system kernel
)

It enables multiple isolated VMs within a single operating
This kind of VM is often called a virtual execution environment (VE

Virtual Private System (VPS), or simply container.
look like &

e From the user’s point of view, virtual execution environment

servers.
ecution environment has its own set of P

system, user accounts, network interfaces with IP addresses, routing
firewall rules etc.
the
e Although VEs can be customized for different people, they share
same operating system kernel. Therefore, OS-level virtua
single<J5 image virtualization.

lization 18 als

- e ————————
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cloud computing in OS level virtualization ?

i to
' ch,wlﬂ‘u‘ 4 computing i transforming the computing landscape by shifting the

4 staffing costs of managing a computational center to third

It is related to slow operation of instantiating new virtual machine. Currently,

.mwvirtualmaddnesoﬁghwteeiﬂ\eras&eshbootsoraﬁrepﬁcamda

template VM, unaware of the current application state. Therefore, to
better support cloud computing, a large amount of research and development
should be done.

Advantages of OS virtualization :
1. OS virtualization provide least overhead among all types of virtualization solution.
2. They offer highest performance and highest density of virtual environment.
3. Low resource requirements.
4. High Scalability.

Disadvantage of OS virtualization :
1. They support only one operating system as base and guest OS in a single server.
2. It supports library level virtualization.

m Library-Level Virtualization
Library-level virtualization is also known as user-level Application Binary Interface
(ABI).

This type of virtualization can create execution environments for running alien

Programs on a platform rather than creating a VM to run the entire operating
System.

It is done by API call interception and remapping.

Virtualization with library interfaces is possible by controlling the communication
link between applications and the rest of a system through API hooks.

Example : Wine, WAB, LxRun , Visual MainWin

Ad'-"ﬂntage : It has very low implementation effort

Shumﬁmmg and limitation: poor application flexibility and isolation

\\—

o o
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VMM Design Requirements and Providers
e Hardware-level virtualization inserts a layer between real hardware and tr, ity
OS. This layer is commonly called the Virtual Machine Monitor (VMM in:m
manages the hardware resources of a computing system. "

e Requirements for a VMM is as follows :
1. It should provide an environment for programs which is same as the OTiging

machine.
2. Programs run in this environment should show, at worst, only minor de .
in speed.
3. VMM should be in complete control of the system resources.
e Any program run under a VMM should exhibit a function identical to that whijg
it runs on the original machine directly. VMM is tightly related to the architectyre

of processors.

Middleware Support for Virtualization
Library-level virtualization is also known as user-level Application Binary Interface

(ABI) or API emulation.
Windows Application Binary Interface (WABI) is a software package from Sun
Microsystems to allow certain Microsoft Windows applications under the X

Window System.
Wabi 2.2 runs under Solaris on SPARC, Intel, and PowerPC. Wabi works by

providing translated versions of the three core Windows libraries, userd
kernel.dll, and gdi.dll which redirect Windows calls to Solaris equivalents.

For code other than core library calls Wabi either executes the instructions directly
on the hardware, if it is Intel, or emulates them, either one instruction at a time o
by translating a block of instructions and caching the result (e.g. for a loop)-

s WabiServer allows the Windows application and X display to be on different

computers
CUDA architecture : iy
e The programming model provided by NVIDIA for GPU is called Compute Uni® 3
Device architecture (CUDA). It provides abstraction of thread group hierarchy &

shared memory hierarchy to the programmer.
o Fig. 34.4 shows the basic concept of the vCUDA architecture. "

. lizatio
irtualizat®"

¢ The vCUDA employs a client-server model to implement CUDA V .
4 GPU ¥

consists of three user space components: the vCUDA library, a virtu
guest OS5 , and the vCUDA stub in the host OS.
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Fig. 3.4.4 Basic concept of the vCUDA architecture

o The vCUDA library resides in the guest OS as a substitute for the standard CUDA
library. It is responsible for intercepting and redirecting API calls from the client
to the stub. Besides these tasks, vVCUDA also creates vGPUs and manages them.

* The vGPU is abstracts the GPU structure and gives applications a uniform view
of the underlying hardware; when a CUDA application in the guest OS allocates a
device’s memory the vGPU can return a local virtual address to the application
and notify the remote stub to allocate the real device memory, and the vGPU is
responsible for storing the CUDA AFI flow.

* The vCUDA stub receives and interprets remote requests and creates a
corresponding execution context for the API calls from the guest OS, then returns
the results to the guest OS.

The vCUDA stub also manages actual physical resource allocation.

m Network Virtualization

" Network virtualization refers to the technology that enables partitioning or
?ggregaﬁng a collection of network resources and presenting them to various users

' 2 way that each user experiences an isolated and unique view of the physical
Network.

Network virtualization creates virtual networks whereby each application sees its
°Wn logical network independent of the physical network.

A Virtyal LAN (VLAN) is an example of network virtualization that provides an
“asy, flexible, and less expensive way to manage networks.

1-‘_""'-—.._

b
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e« VLANs make large networks more manageable
configuration of devices located in physically diverse

e Fig. 345 shows network
virtualization.

e Consider a company In
which the wusers of a

department are separated
over a metropolitan area
with their resources centrally
located at one office.

In a typical network, each
location has its own network
connected to the others
through  routers. When
network  packets Cross
routers, latency influences
network performance.

e With VLANSs, users with
similar access requirements

can be grouped together into
the same virtual network.
Fig. 3.4.5 Network virtualization

This setup eliminates the

need for network routing.
o« As a result, although users are physically located at disparate locations

appear to be at the same location accessing resources locally.

e In addition to improving network performance, VLANSs also
security by isolating sensitive data from the other networks and by
access to the resources located within the networks.

o Network virtualization decouples the roles of the traditional Internet service
providers (ISPs) into infrastructure providers (InPs) and service prm.riders (SPs)

Physical network

they

provide enhanced
restricting

¢ Benefits :
1. Reduces the number of physical devices needed

2. Easily segment networks
3 Permits rapid change / scalability and agile deployment

4. Security from destruction of physical devices

e
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ﬁ;,;lcatlon Level Virtuallzation

virtualization at the application level virtualizes an application as a VM. On 2

raditional OS, an application often runs as a process. Therefore, application-level
virtualization is also known as process-level virtualization.

. A fully virtualized application is not installed in the traditional sense, although it
< still executed as if it were. The application behaves at runtime like it is directly

terfacing with the original operating system and all the resources managed by it,
hut can be isolated to varying degrees.

. Full application virtualization requires a virtualization layer. Application
virtualization layers replace part of the runtime environment normally provided
by the operating system.

o The layer intercepts all disk operations of virtualized applications and
transparently redirects them to a virtualized location, often a single file.

o The application remains unaware that it accesses a virtual resource instead of a
physical one. Since the application is now working with one file instead of many
files spread throughout the system, it becomes easy to run the application on a

different computer and previously incompatible applications can be run
side-by-side.

The most popular approach is to deploy High Level Language (HLL) VMs. Here
the virtualization layer sits as an application program on top of the operating
System, and the layer exports an abstraction of a VM that can run programs
wntten and compiled to a particular abstract machine definition. Any program
written in the HLL and compiled for this VM will be able to run on it.

* Benefits

L Application virtualization uses fewer resources than a separate virtual machine.

& Application virtualization also enables simplified operating system migrations.

3 Applications can be transferred to removable media or between computers
Without the need of installing them, becoming portable software.

i ll'i‘“ﬁt‘ﬁﬂm :
2‘ Not al] computer programs can be virtualized
| ~ Lower performance

]. ——

—— =

W\ EXolaine i 4 i
\\ﬂﬂ Virtualization and hypervisor.

GTU - Summer-17 Winer-18, Marks 7

\

_-‘l“-_l'-'--h._
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Full Virtualization

e Full Virtualization doesn’t need
translation to trap and to virtualiz

e Fig. 3.5.1 shows full virtualization.

e VMware Workstation applies
full  virtualization, which
uses binary translation to
automatically modify x86
software on-the-fly to

T e S, F

Application Application
Guest Operating Guest Operating
system system
Virtualization layer

Hardware

directly on the host OS. This
is done to increase the
performance overhead -
normal instructions  are
carried out in the normal
manner, but the difficult and
precise executions are first
discovered using a trap and
executed In a virtual

Fig. 3.5.1 Full virtualization

Virtualization can be implemented either in host computers,

or storage appliances, oOr in spec
interconnect fabric.

e The guest OS are installed and run on top of the virtualization layer Df‘dicarﬁ
applicatitmﬂ may run on the VMs. Certainly, some other applications can also

with the host OS directly.

o Advantages of host-based architecture :
1. The user can install this VM architecture without modifyin
hine configuration

2. The host-based approach appeals to many host mac

TECHNICAL PUBLICA TJONSQ - an up-thrust for knowledge . |

manner.
e This is done to improve the security of the system and also to increas€ the
performance.
Host based virtualization :
o Virtualization implemented in a host computer rather than in a storage subsyster
or storage appliance.
in storage subsyste™

ific virtualization appliances

g the host OS.
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| @ Memory Virtualization

Memory virtualization features allow abstraction isolation and monitoring of

memory on a per Virtual Machine (VM) basis. These features may also make live
migration of VMs possible, add to fault tolerance, and enhance security.

Example features include Direct Memory Access (DMA) remapping and Extended

page Tables (EPT), including their extensions: accessed and dirty bits, and fast
switching of EPT contexts.

o The VMkernel manages all machine memory. The VMkernel dedicates part of this
managed machine memory for its own use. The rest is available for use by virtual
machines.

o Virtual machines use machine memory for two purposes : each virtual machine

requires its own memory and the VMM requires some memory and a dynamic
overhead memory for its code and data.

» The virtual memory space is divided into blocks, typically 4KB, called pages. The
physical memory is also divided into blocks, also typically 4KB.

* When physical memory is full, the data for virtual pages that are not present in
physical memory are stored on disk. ESX/ESXi also provides support for large

pages.

* The VMM is responsible for mapping the guest physical memory to the actual
machine memory.

* Fach page table of a guest OS has a page table allocated for it in the VMM. The
Page table in the VMM which handles all these is called a shadow page table.

As it can be seen all this process is nested and inter-connected at different levels
through the concerned address.

If any change occurs in the virtual memory page table or TLB, the shadow page
table in the VMM is updated accordingly.

M VO Virtualization

* /0 Virtualization involves managing of the routing of I/O requests between
Virtual devices and shared physical hardware.

‘ The there are three ways to implement this are full device emulation, para-VZ and
direct [/

. .
/0 Virtualization features facilitate offloading of multi-core packet processing to
Network adapters as well as direct assignment of virtual machines to virtual

f'unt'.‘tinns, including disk 1/0.

\

S
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e+ Examples include Virtual Machine Device Queues (VMDQ), Single Root |,
) &
Virtualization.

e Fig. 3.5.2 shows 1/0 virtualization.

O] - L]

'\ﬂ/ Hypervisor
: Virtual-to-physical

translation

Interpose/transform
e.g. Log, encrypt g

VO scheduler

Virtual hardware

I/O scheduler

Device driver

WL e e

Physical hardware

Local -
disk device

Fig. 3.5.2 I/O virtualization

1. Full Device Emulation : This process emulates well-known and real-world devices
All the functions of a device or bus infrastructure such as device enumeraﬁup.
identification, interrupts etc. are replicated in the software, which itself is located it
the VMM and acts as a virtual device. The 1/0O requests are trapped in the VMM

accordingly.

9 Para-virtualization : This method of I /O VZ is taken up s
runs slower than the hardware it emulates. In para-VZ, the
Domain-U; it manages the requests of the guest OS. The backend driv

Domain-0 and is responsible for managing the real I/O devices. This me
(para) gives more performance but has a higher CPU overhead.

3. Direct /O virtualization : This lets the VM access devices directly;
performance with lower costs. Currently, it is used only for the mainframes.

ince software emulatio"
frontend driver runs "
er runs In
thodolog!

achieves high

LT L YT T T TAR ; . - L e
AP BT T T R G TS T L T Tl SRR W R

Virtual Clusters and Resource Management

As with traditional physical servers, Virtual Machines (VMs) can
A VM cluster starts with two or more physical servers.

including XenServer and VMware E

_ 0
support a bridging mode which allows all domains to appear on the nzh:noﬂ‘fr E

ndividual hosts. By using this mode, VMs can communicate with on€ ™~
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creely through the virtual network interface card and configure the network
aummaticall}’-

al clusters enable admins to deploy, track and manage containers across

, Virtu .
<arious systems to ensure performance, security and governance, and low costs.
. with many VMs, an inefficient configuration always causes problems with

overloading Or underutilization.

. Amazon's EC2 provides elastic computing power in a cloud. ECZ permits
create VMs and to manage user accounts over the time of their use.

~ustomers 1o
Xen Server and VMware ESXi Server support a bridging mode which allows all
the network as individual hosts. With this mode VMs can

communicate with one another freely through the virtual network interface card
and configure the network automatically

Physical versus Virtual Clusters :
» Virtual Clusters are built with VMs installed at one or more physical clusters. The

Virtual cluster features :
3) Virtual] machines can be restarted on other hosts if the host where the virtual
machine running fails.
5 Distributed Resource Scheduler : virtual machines can be load balanced so that
none of the hosts is too overloaded or too much empty in the cluster.

) Live migration : of virtual machines from one host to other
Fig. 3.6.1 shows cloud platform with virtual cluster.

3
bg* 3.‘11 cloud
; Platform example with three virtual clusters over two physical clusters
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e The provisioning of VMs to a virtual cluster is done dynamically and they .

the following properties .

) Virtual cluster nodes can be @ A1 or virtual with different r].p.,ﬂ,.dhhg

ither physic

systems.
») VM runs with a guest OS5 that manages the resources in the physical machine

¢) The purpose of using VMs is to consolidate multiple functionalities on the sar,

e servers to promote parallelism, fault toleranc,

and disaster discovery.
a virtual cluster can grow or shrink dynamically.

¢) The no. of nodes In
<low the work but the failure of VMs wil]

f) The failure of some physical nodes will

cause no harm.

Characteristics Virtual Cluster :
| Virtual machine or physical machine is used as virtual cluster nodes. Multiple VM

running with different types of OS can be deployed on the same physical node.

» Virtual machine runs with guest operating system. Host OS and VM OS are |

different but it manages the resources in the physical machine.

2 Virtual machine can be replicated in multiple servers and it support distributed |

parallelism, fault tolerance and disaster recovery.
4 Number of nodes of a virtual cluster may change accordingly.

5. If Virtual machine failes, it can not affect the host machine.

s Virtual cluster is managed by four ways :
1. We can use a guest-based manager, by which the cluster manager resides inside 2
r

guest OS. Ex. : A Linux cluster can run different guest operating systems on top ©

the Xen hypervisor.
5 We can bring out a host-based manager which itself is a cluster manage
host systems. Ex. : VMware HA (High Availability) system that can restart @ gues

systermn after failure.
3. An independent cluster manager, which can be used on both the host and t

guest - making the infrastructure complex.
and ho*

4 Finally, we might also use an integrated cluster (manager), on the guest ;
operating systems, here the manager must clearly distinguish between physic‘ﬂl an

r on the

virtual resources.

e ——————
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Data centers have grown rapidly in recent years, and all major IT companies are
pouring their resources into building new data centers. Data Centers are
specialized environments that safeguard company's most valuable equipment and
intellectual property.

. The data center infrastructure is central to the IT architecture, from which all
content is sourced or passes through. Proper planning of the data center
infrastructure design is critical, and performance, resiliency, and scalability need
to be carefully considered.

o Data center automation is the process by which routine workflows and processes
of a data center, scheduling, monitoring, maintenance, application delivery are
managed and executed without human administration.

* Data-center automation means that huge volumes of hardware, software, and
database resources in these data centers can be allocated dynamically to millions
of Internet users simultaneously, with guaranteed QoS and cost effectiveness.

* Data center automation increases agility and operational efficiency. It reduces the
time IT needs to perform routine tasks and enables them to deliver services on

demand in a repeatable, automated manner. These services can then be rapidly
consumed by end users.

Why data center automation is important
3) Delivers insight into server nodes and configurations

®) Automates routine procedures like patching, updating, and reporting
< P roduces and programs all data center scheduling and monitoring tasks

d) Enforces data center processes and controls in agreement with standards and
Policies

m Server Consolidation in Data Centers

L ‘ 2 :
tis common practice to dedicate each server to a single application. If several

*Pplicationg only use a small amount of processing power, the network
admi.ﬂistratﬂr can combine several machines into one server running multiple

Vir
tual environments.

f;ﬁdata centers, a large number of heterogeneous workloads can run on se
times. These heterogeneous workloads can be roughly divided into two

Ca :
tegﬂ"leﬂ : ::hatty workloads and non inter-active workloads.

rvers at
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e
T
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utilization. Many underutilized serverg v B
ance resource utilization. Consolidation alaz

e Consolidation enhances hardware
consolidated into fewer servers to enh
facilitates backup services and disaster recovery-

« The heterogeneous workloads in the data center is divided into two categorj,,

chatty workloads and noninteractive workloads. .

e Chatty workloads may burst at S0me point and return to a silent state at sop, |
other point. For example, video services can be used by a lot of people at nig, |

and few people use it during the day. .
e Noninteractive workloads do not require people’s efforts to make progress afty |
they are submitted. Server consolidation is an approach to improve the low utility {
ratio of hardware resources by reducing the number of physical servers.

The use of VMs increases resource management complexity.

e It enhances hardware utilization. Many underutilized servers are consolidated into
fewer servers to enhance resource utilization. Consolidation also facilitates backup
services and disaster recovery.

In a virtual environment, the images of the guest OSes and their applications are
readily cloned and reused.

e Total cost of ownership is reduced

e Improves availability and business continuity

e Automation of data-center operations includes resource scheduling, architectura |
support, power management, automatic or autonomic resource management, |
performance of analytical models, and so on. |

e In virtualized data centers, an efficient, on-demand, fine-grained scheduler 15
of the key factors to improve resource utilization.

¢ Dynamic CPU allocation is based on VM utilization and applicatinn—level Qo> |

- A, Tl

i

L T T T Gl PTG o e M Sl

one |

e One method considers both CPU and memory flowing as well as automaticall

adjusting resource overhead based on varying workloads in hosted services.
¢ Another scheme uses a two-level resource management system to handle - |
complexity involved. A local controller at the VM level and a global controllef -

the server level are designed.

e Three resource managers are as follows :
1. Instance Manager controls the execution, inspection, and terminating of VM instanc®®

on the host where it runs.
2. Group Manager collects an information about schedules VM execution on spe‘jﬁ |
instance managers and it manages virtual instance network. -

TECHNICAL PUBLICA TIONSO - an up-thrust for knowiledge .




3-29 4Pstracﬂon and Virtualization

- S —

i

) is the entry-point into the cloud for users and administrators. It
3, ClO ode managers for information about resources, makes scheduling

(s
quer’ and implements them by making requests to group managers.

gement in Virtualized Data Center

in the host machine entirely encapsulates the state of the guest

operating system running inside it.
Encapsulated machine state can be copied and shared over the network and
emoved like a ~ormal file, which proposes a challenge to VM security.

. In general, a VMM can provide secure isolation and a VM accesses hardware
-esources through the control of the VMM, so the VMM is the base of the security

of a virtual system.
Normally, one VM is taken as a management VM to have some privileges such as
creating, suspending, resuming, or deleting a VM.

{VM-Based Intrusion Detection
+ Intrusion detection is a set of techniques and methods that are used to detect

suspicious activity both at the network and host level. Intrusion Detection System 1is
software, hardware or combination of both used to detect intruder activity.

* Fig. 3.7.1 shows IDS.

Intrusion
detection system

Fig. 3.7.1 ID8
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e A lightweight intrusion detection system can easily be deployed on most any nog
. . " 3
of a network, with minimal disruption to operations. Snort is a libpcap bageg

packet sniffer and logger that can be used as a lightweight network intr;
detection system.

e IDSs serve three essential security functions; monitor, detect and respong i
unauthorized activity

¢ Functions of intrusion detection systems
1. IDS monitor and do analysis of user and system activity.

2. Auditing of system configurations and vulnerabilities.

3. Assessing the integrity of critical system and data files.
4. Recognition of activity patterns reflecting known attacks.
5. Statistical analysis for abnormal activity patterns.

Benefits of intrusion detection

1. Improving integrity of other parts of the information security infrastructure.
2. Improved system monitoring.

3. Tracing user activity from the point of entry to point of exit or impact.

4. Recognizing and reporting alterations to data files.
5. Spotting errors of system configuration and sometimes correcting them.

6. Recognizing specific types of attack and alerting appropriate staff for defensive
responses.

7. Keeping system management personnel up to date on recent corrections 10
programes.

8. Allowing non-expert staff to contribute to system security.

9. Providing guidelines in establishing information security policies.
Limitations of IDS

1. Detect attack only after they have entered the network.

2. Cannot expect to detect all malicious activity at all-time handling alert to trigger
false positive or false negative alarm.

3. Cannot integrated with filtering rules security to stop traffic from attacking
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ple choice Questions

re‘_'l'eg,ei 'f'irtual-iihﬁcm 1S performed right on top of the _____ hardware.
b layered
= aosed d none

layer between traditional

ting system level virtualization refers to an

ra
“y 4 user applications.

0S an

Appljcation-level virtualization is also known as

virtualization on bare metal devices like CPU,

The hypervisor supports
memory, disk and network interfaces.

a I/O level b

_c hardware level _El.,, software level

Xen is a hypervisor,

n monolithic kernel

/O virtualization involves managing the routing of I/O requests between virtual

devices and the shared physical hardware.
b Virtual OS

_3.‘__' Virtual cluster
¢ Virtual memory d Virtual devices

A physical cluster is a collection of servers interconnected by a physical network

such as .
2 MAN b WAN

€ LAN ‘4 All of these
""-._______‘_-_
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Resource Management
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m Architectural Design of Compute and Storage Clouds

e Major design goals of a cloud computing platform is scalability, virtualizahnnl
efficiency, and reliability. Clouds support Web 2.0 applications.

e The cloud management receives the user request and then finds the corp,
resources, and then calls the provisioning services which invoke resources in the

cloud. The cloud management software need to support both physical and Virtya

machines.
e The platform needs to establish a very large-scale HPC infrastructure. The

hardware and software systems are combined together to make it easy ang
efficient to operate. The system scalability can benefit from cluster architecture.

A cloud platform should be built to serve many users simultaneously. Therefore,
multitasking is a necessity to assess distributed system performance.

e Five basic performance metrics are shown in Fig. 4.1.1. Refined performance
models could be extended form basic attributes to include program behavior,

environmental demand, QoS and cost-effectiveness.

Syatan] Security Cost
availability index effectiveness

Fig. 4.1.1 Performance Metrics

* Enabling t?chflolﬂgies for clouds : The key driving forces behind cloud computing
are the ubiquity of broadband and wireless networking, falling storage costs, and
progressive improvements in Internet computing software.

Performance metrics

» GM users ifre able to demand more Capacity at peak demand, reduce cost
exmt with new services, and remove unneeded capacity, whereas servict
provxd?rs can increase the system utilization via multiplexing, virtualization and
dynamic resource provisioning. }

¢ Resource *.:firhfalization enables rapid cloud deployment faster and fast disast!
recovery. Service-oriented architecture (SOA) also plays a vital role. The Prﬂgreﬁﬁ

in providing Sofhvare as a Service, Wed.2.0 standards and Internet perfgnnance
have all contributed to the emergence of cloud services

¢ The cloud computing resources are built in data centers which are f}’PiCﬂll}r

owned and operated by a third- Vi :
party provider. C kno¥
the underlying technologies. Onsumers do not need 10

D s T
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Web service providers offer special APIs that enable developers to exploit Internet
¢ Jouds. Monitoring and metering units are used to track the usage and
perfoﬂ““me of resources provisioned. The software infrastructure of a cloud
torm must handle all resource management and do most of the maintenance,

m Layered Cloud Architecture Development

o Fig. 412 shows layered architectural development of the cloud platform for laaS,
paaS, and SaaS applications over the Internet and intranet.

~Infrastructure layer
Fig. 4.1.2 Layered architectural development of the cloud platform

* The architecture of a cloud is developed at three layers : Infrastructure, platform,
and application. These three development layers are implemented with
virtualization and standardization of hardware and software resources provisioned
in the cloud.

The services to public, private, and hybrid clouds are conveyed to users through
the networking support over the Internet and intranets involved. It is clear that the

infrastructure layer is deployed first to support laaS type of services.

This infrastructure layer serves as the foundation to build the platform layer of the
oud for supporting PaaS services. The infrastructure layer is built with
‘Iitualized compute, storage and network resource.

The platform layer is for general-purpose and repeated usage of the collection of
Software resources. The application layer 18 formed with a collection of all needed

'Ware modules for Saa$S application.

B -
e s
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Design Challenges |

1. Service availability and data lock-in problem

rJ

Data privacy and security concerns

“2J

Unpredictable performance and bottlenecks
Distributed storage and wide-spread software bug
Cloud scalability, interoperability and standardization
6. Software licensing and reputation sharing

L

m Inter Cloud Resource Management

e The inter cloud is a cloud of clouds constructed to support resource sharn,
between the clouds. The resources under the inter cloud environment are manage: |
in distributed model without any central authority. The inter cloud communicater
and resource identification is a complex task. The software agents are small piec |
of code that can be used to perform any task. The agent models are applied v |
execute the tasks as small fragments for a specified requirement.

e Fig. 4.2.1 shows six layers of cloud services, ranging from hardware, network anc

collocation to infrastructure, platform and software applications
I

Cloud Application (SaaS)

Cloud Software Environment (PaaS)

Cloud Software Infrastructure

Computational
resources (IaaS) Storage (DaasS)

Co-location cloud services (LaaS)

|
|
a
!
?
|
|
i

Communicatkmsl
{CaaS)

Network Cloud Services (NaaS)

TS

| Hardware/Virtualization Cloud Services (HaaS)
l#— =

Fig. 4.2.1 Six layer stack

"
o The bottom most layer provides Hardware as a Service (HaaS). The next 1aye’

for interconnecting all the hardware components, and is simply called nqemork
a Servme (Naa&) Virtual LANs fall wntl'un the scope of NaaS. e

B

T e
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The top layer is for SaaS applications. For example,

business promotion, direct sales, and marketing services. CRM offered the first
GaaS on the cloud successfully.

CRM is heavily practiced in

+ PaaS is provided by Google, Salesforce.com and Facebook, among others. laaS is
provided by Amazon, Windows Azure, and RackRack, among others.

* Runtime support services : As in a cluster environment, there are also some
runtime supporting services in the cloud computing environment. Cluster
monitoring 1s used to collect the runtime status of the entire cluster. Runtime

support is software needed in browser-initiated applications applied by thousands
of cloud customers.

Resource Provisioning and Platform Deployment

e D = e e e Sl o W R L
R I T T S N S T T

 * Cloud architecture puts more emphasis on the number of processor cores.

Provisioning of compute resources : Providers supply cloud services by signing
SLAs with end users. The SLAs must commit sufficient resources such as CPU,

memory and bandwidth that the user can use for a pre-set period.

Under'Pl'ﬂVisiuning of resources will lead to broken SLAs and penalties.
OVEWTWEinMg of resources will lead to resource underutilization and

mnsequﬂ'lﬂ}’, a decrease in revenue for the provider. Efficient VM provisioning

depends on the cloud architecture and management of cloud infrastructures.

Resource Provisioning methods

?) The demand-driven method provides static resources and has been used in
grid “Omputing for many years. When a resource has surpassed a threshold
for 5 cértain amount of time, the scheme increases that resource based on
demang_

b) The €vent driven method is based on predicted workload by time. This scheme

) adds or rémoves machine instances based on a specific time event.

) The

P“Pmarity-driven method is based on Internet tratfic monitored. the

ternet searches for popularity of certain applications and creates the instances
y POP'-ﬂﬂl’ity demand.

In
b

\\\
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B

Global Exchange of Cloud Resources

e In cloud computing, large numbers of customers use cloud services from oy

. ) - : . r

the world. To ensure reliability in the cloud server, the service PrOvid,
established various data centers in different locations worldwide.

F Fc“- e\annpler thp I‘Hamﬂ‘u'ﬁ e-commerce WEbHitE‘ AMAZON has dﬂtﬂ CEntE'T'!. o
different geographical areas across the world. Even though the site has differen,

data centers, it has specific limitations; for example, they don’t have an autom,,
mechanism by which data centers at different locations can cooperate better 5,

scale their different hosting services.
e Fig. 4.22 shows Inter<cloud exchange of cloud resources through brokering.

Negotiate bid

. RMUE@_& " Publish offer
D l Broker 1 | - Directory \ N
T i’ e J

F

Compute
cloud

> ~—Bank |

/ ——
/ \
/ b

Enterprise resource |
manager

-
-,
.

|

:Ii

" Storage
Cloud

Fi
.y -
T -

—
-"l-!-—--

' Global cloud
exchange
Enterprise IT
consumer Storage cloud

Broker n

Fig. 4.2.2 Inter-cloud exchange of cloud resources through brokering

e The cloud exchange acts as a market maker for bringing together service

producers and consumers. It aggregates the infrastructure demands ff'-‘;lT
application brokers and evaluates them against the available supply curren™
published by the cloud coordinators.
Administrating the Clouds
have

¢ Administering cloud computing services is an important process when ynulmﬂ“
hosted your business data on the cloud. The business owners need 1O i
whether the performance is at the right level and whether the deleted da

Pl:'rnlﬂlll'ﬂﬂy gone. )
service that 2

e Cloud service provider can definitely build and provide a stable acﬂl“l
cost effective and efficient. However, there can be a serious gap between the
service and the promised services. -

B o e e m— i 1 W e me e g — — —

TECHNICAL PUBLICA 'J"a'thar"s*‘Sﬁl - an up-thrust for knowledge




__-"—ﬁ

e T R T — ..

4-7 Cloud Infrastructure and Cloud Resoures Ma: agemeni

0 \d need evaluate the solution providers when you are choosing a
ou

Hon. Some of the questions that you can ask your vendors are
Jicatioft:

the vendors available to solve any software issues ?

clomdd

tow will they manage if there is an outage ?
b) KO

How much experience do they hold in managing customer issues ?
¢)

d) will they pravide training to the customers ?

. m cloud Management Products

Cloud management is the organized oversight, conftrol, administration and
L

naintenance of public cloud, private cloud or more commonly, hybrid multi-cloud
computing infrastructure, services and resources.

. Cloud management services combine different technologies and products to
deliver a cohesive, consistent strategy and process. Administrators can orchestrate
delivery and management of cloud infrastructure, applications, data, services and

access control. They can access resources, automate processes, make changes as
needed and monitor utilization and cost.

R S iR L L L e

Cloud management platforms help IT teams secure and optimize cloud
infrastructure, including the applications and data residing on it. Administrators

can manage compliance, set up real-time monitoring, and pre-empt cyberattacks
and data breaches.

Typically, a cloud management system will be installed on the target cloud. It
“@ptures information on activity and performance then sends analysis to a
web-based dashboard where administrators can see and act accordingly. Where
there is an issue, administrators can issue commands back to the cloud through
the cloud management platform, that servers as a consolidated point of control.

tm

ZZMO is Propriety key value structured storage system. It can act as database
also distributed hash table.

. Thamg d}'namjcany partitions a set of keys over a set of storage nodes

It is
haye E::: Powerful relational database available in WWW. Relational databases

€asiy used a lot in retail sites, to make visitors browse and search for product

* Dy o
|

€S not support replication.

rﬂquireﬂl 'S used to manage the state of services that have very high reliability
H““E"hlﬂﬁtencyts and need tight control over the tradeoffs between availability,

—2 CO8t-effectiveness and performance.

-

e ]
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There are many services on Amazon's platform that only need primary-ke, e
to a data store. For many services, such as those that provide best se|jq, };;,,;
shopping carts, customer preferences, session manzfgement, sales rank, and Prody,.
catalog, the common pattern of using a relational database :would lead
inefficiencies and limit scale and availability. Dynamo provides j, Sim
primary-key only interface to meet the requirements of these applications.

b
b

Ple

Dynamo is a completely decentralized system with minimal need for Many,)
administration. Storage nodes can be added and removed from Dynamo Withoy;
requiring any manual partitioning or redistribution.
Compared to Bigtable, Dynamo targets applications that require only key/y alue
access with primary focus on high availability where updates are not rejected eye-
in the wake of network partitions or server failures.

Dynamo stores objects associated with a key through a simple interface; it expose
two operations : get() and put().

Dynamo treats both the key and the object supplied by the caller as an Opaque

array of bytes. It applies a MD5 hash on the key to generate a 128-bit identifier

which is used to determine the storage nodes that are responsible for serving the
key.

Dynamo’s partitioning scheme relies on consistent hashing to distribute the load

across muliiple storage hosts. In consistent hashing , the output range of a hash
function is treated as a fixed circular space or 'ring".

Dynamo provides eventual consistenc
to all replicas asynchronously.

Dynamo uses vector clocks in order to ca

y, which allows for updates to be propagated

‘ pture causality between different versions
of the same object. A vector clock is effectively a list of (node, counter) pairs. On¢
vector clock is associated with every version of every object.

In Dywumn when a client wishes to update an object, it must specify whh

version 1t 1s updating. This is done by passing the context it obtained from &
earlier read operation, which contains

In Dynamo, each storage

coordination, membership a

these components are implemented in Java.

Emerging Cloud Management Standards

¢ The following working groups

produce the

1
standards and technologies promo®
tive :

by the cloud management initia

-t of
: Models the ma1‘1a¢g1t?'m"~“t

of the cloud service lifecY*

— e agement Interface (CIMD

"
-
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e e e . L

( e diting Data Federation Working Group (CADF) : Defines the CADF
Clou

2. dard, a full event model anyone can use to fill in the essential data needed
stance rt:fy self-manage and self-audit application security in cloud
l‘O /

ftware Entitlement Working Group (SEWG) : Focuses on the

3. §°temperabﬂiqr with which software inventory and product usage are
]:xp essed, allowing the industry to better manage licensed software products
and product usage.

4. Open Virtualization Working Group (OVF) : Produces the OVF standard,

which provides the industry with a standard packaging format for software
solutions based on virtual systems.

m Open Cloud Consortium

+ The Open cloud Consortium is a 501(c)(3) non-profit venture which provides cloud

computing and data commons resources to support “scientific, environmental,
medical and health care research.”

The Open Cloud Consortium has four working groups, one of which is the Open
Science Data Cloud (OSDC).

The infrastructure of the OSDC has been designed to address the challenges

inherent in transporting large datasets, to balance the needs of data management
and data analysis, and to archive data.

The OSDC is based on a shared community infrastructure where hardware and

soft‘fare are shared among researchers and projects at the scale where it i1s most
efficient to centrally locate and process data.

I
t supports the development of standards for cloud computing and frameworks for

:nut;;"lr’:aﬁng between clouds; develops benchmarks for cloud computing; and
0

. }'Eference implementations for cloud computing, preferably open source
€fence implementations.

The
“Ma] OCC has a particular focus in large data clouds. It has developed the

Benchmark” for large data clouds and is working on a reference model
data clouds

Virtualization

{DMTF) a? oPen standard, specified by the Distributed Management Task Force
More ;.

lrm: Packaging and distributing a virtual appliance consisting of one or
Machines (VMs).

-
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Cloud Compunngr - Qo

e —————
- i

i . =

e An OVF Package is composed of metadata and file elements that describe Virk,
. . . Lad
machines, plus additional information that is important to the deploymer, oy

operation of the applications in the OVF package. Its file extension is .ovf
e An OVF Package always includes a descriptor file (*.ovf) and may also inc}q,

number of other files

- —

G ———

File type Description |
Descriptor The descriptor specifies the virtual hardware requirements |
| of the service and can also include other information such
as descriptions of virtual disks, the service itself, and guest |
| operating systems, a license agreement (EULA), instructions
to start and stop VMs in the appliance, and instructions to |
install the service. The descriptor file extension is .ovf.

The manifest is an SHA-1 digest of every file in the I

| Manifest

| package, allowing the package contents to be verified by

| detecting any corruption. The manifest file extension is .mf. |
| |
| Signature The signature is the digest of the manifest signed with the
l |

public key from the X.509 certificate included in the
package, and allows the package author to be verified. The

signature file extension is .cert. |

Virtual disks OVF does not specify a disk image format. An OVF
package includes files comprising virtual disks in the

| format defined by the virtualization product that exported

| the virtual disks. XenServer produces OVF packages with

| disk images in Dynamic VHD format; VMware products

and Virtual Box produce OVF packages with virtual disks

in Stream-Optimized VMDK format

— e

P¥Y Multiple Choice Questions
' Q.1 Which of the following is cloud performance metric?

a Multitasking scalability
b System availability
¢ Security index

'd All of these

Q.2 The driven method is used on internet traffic monitored.

a demand
b event |
¢ popularity |
'd None |

TECHNICAL PUBLICA T:‘ONS@ - an up-thrust for knowledge




=

. 4-11

W - Cloud Infrastructure ang Cloud Re

A ST S——— Source Managemen
pynamo is propriety key value structured storage system | q

(&4 also distributed

04 Dynamo uses _
" versions of the same object Capture causality between different

_ai_ physical
‘bf_ vector
. logical
'd_' None

45 Cloud Auditing Data Federation Working Group defines

2, Models the management of cloud services and the operations and attributes of
the cloud service lifecycle

EWF standard, which provides the industry with a standard packaging format
Or software solutions based on virtual systems

CADF standard, a full event model anyone can use to fill in the essential data
heeded to certify

"”‘---.._d All of these

Ci

3 =

Answe s
" Keys for Multiple Choice Questions :

“’W
¥ W, R, L et

£ Qr d Q2 c 5
TS .. Qs b
Qs . |

QQQ

/

\
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Cloud Compurmg B 5.0

Security Overview

e Cloud security is the protection of data stored online via cloud comp,,,
platforms from theft, leakage, and deletion. Methods of providing cloud gefu:ng
include firewalls, penetration testing, tokenization, Virtual Private NEt—WD:L
(VPN), and avoiding public internet connections.

e Cloud security refers to an array of policies, technological procedures, seryic,
and solutions designed to support safe functionality when building, deplnying’
and managing cloud-based applications and associated data. |

e Cloud security is designed to protect the following, regardless of your
responsibilities :
a) Physical networks - Routers, electrical power, cabling, climate controls, etc.
b) Data storage - Hard drives, etc. '

o) Data servers - Core network computing hardware and software

d) Computer virtualization frameworks - Virtual machine software, host
machines, and guest machines

e) Operating systems (OS) - Software that houses

§) Middleware - Application programming interface (API) management,

g) Runtime environments - Execution and upkeep of a running program

h) Data - All the information stored, modified, and accessed

i) Applications - Traditional software services (email, tax software, productivity
suites, etc.)
j). End-user hardware - Computers, mobile devices, Internet of Things (IoT)

devices, etc.
e Cloud computing security addresses both physical and logical security issues
across all the different service models of software, platform and infrastructure It
also addresses how these services are delivered in the Public, Private, Hybrid and

Community delivery models.

Cloud Security Challenges and Risks

» Cloud computing security challenges fall into three broad categories :
1. Data protection : Securing your data both at rest and in transit.

2 User authentication : Limiting access to data and monitoring who access€?
data.

3. Disaster and data breach : Contingency planning.

/

B ——— i -
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TECHNICAL PUBLICA TION8® - an up-thrust for knowledge

r————————— e e R i




5-3 Securty

o

—— T—— —

M ion : Data needs to be encrypted at all times, with clearly defined

.

Data P::; 4 it comes to who will be managing the encryption keys.
“‘F

roles hentication : Data resting in the cloud needs to be accessible only by those
ser au

..ed to do SO, making it critical to both restrict and monitor who will be
.=.\1L1tl'l*2?‘:“5 the company's data through the cloud. In order to ensure the integrity of
amessmg‘enﬁcaﬁm companies need to be able to view data access logs and audit
;5;:5 a; verify that only authorized users are accessing the data,

U

Contingency planning : With the cloud serving as a single centralized repository
ﬂ "

for a company's mission-critical data, the risks of having that data compromised

due to a data breach or temporarily made unavailable due to a natural disaster are

real concerns.

If information is encrypted while passing through the cloud, who controls the
encryption/decryption keys ? Is it the customer or the cloud vendor ? Mﬂmt
customers probably want their data encrypted both ways across the Internet using
Secure Sockets Layer protocol.

They also most likely want their data encrypted while it is at rest in the cloud
vendor's storage pool. Be sure that you, the customer, control the

encryption/decryption keys, just as if the data were still resident on your own
servers.

Data integrity means ensuring that data is identically maintained during any
Operation.

Cloud-based services will result in many mobile IT users accessing business data

and services without traversing the corporate network. This will increase the need

for enterprises to place security controls between mobile users and cloud-based
Seérvices.

Pladng large amounts of sensitive data in a globally accessible cloud leaves
OT8anizationg open to large distributed threats, attackers no longer have to come
Ul:::ﬁ;:e Premises to steal data, and they can find it all in the one "virtual”

:rwma“m efficiencies in the cloud require virtual machines from multiple
dagt:muﬁ"nﬁ to be co-located on the same physical resources. Although traditional
ang —y security still applies in the cloud environment, physical segregation

hardwam‘ba“"d security cannot protect against attacks between virtual

on the same server.
OPeraﬁng

vi’maljz,edﬂyﬂtem and application files are on a shared physical infrastructure in a

Prov; cloud environment and require system, file, and activity monitoring to
OVide 5

%Hbee“ Compromised or tampered with.

ha Onfidence and auditable proof to enterprise customers that their resources
x“‘"—-.. VE nﬂt P

e

- e
- - -
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e In the cloud computing environment, the enterprise subscribes to cloud f'urnpuhri

resources, and the responsibility for patching is the subscriber's rather ths,

cloud computing vendor’s.

e The need for patch maintenance vigilance 18 imperative. Lack of due diligence

this regard could rapidly make the task unmanageable or impossible, leaving .
with "virtual patching” as the only alternative.
e Confidentiality : C onfidentiality refers to lim
information should be kept secret from individ
the information.
e In cloud environments, confidentiality pri
data in transit and storage.

iting information access. Sensity,
uals who are not authorized to g

marily pertains to restricting access

o Integrity can oxtend to how data 1s stored, prncessed, and retrieved by cloud

services and cloud-based IT resources.
« Some common cloud security threats include :
a) Risks of cloud-based infrastructure  including incompatible legacy IT
t-ameworks, and third-party data storage service disruptions.

b) Internal threats due to human error such as misconfiguration of user access

controls.

c) External threats caused almost exclusively by malicious actors, such as
malware, phishing, and DDo5 attacks.

Software-as-a Service Security

s Software-as-a-Service is a model of software deplcyment in which an application 15
licensed for use as a service provided to customers on demand. On-dem‘md
licensing and use relieves the customer of the burden of equipping a device with
every application to be used.

e SaaS Security refers to securing user privacy and corporate data M
subscription-based cloud applications. SaaS applications carry a large amount o
sensitive data and can be accessed from almost any device by a mass of user
thus posing a risk to privacy and sensitive information.

e Pillars to SaaS-specific security :

1. Access Management : The vendor must provide a unified framework to

manage user authentication through business rules.

2. Network Control : Security groups control who can access specific instalt a

across the network.

S
[ ———
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* Software-as-a-Service Deployment Security :

-~ Management : Effective risk management entails ide

5-5
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f ’ Network Control : Perimeter defence has traditionally been about

mete .
3, Per waffic flowing into and out of a data center network The primary
y that underpins perimeter protection is a firewall. |

. Ensuring your infrastructure is secure requires frequent

M Management |
. s
. Data Protection : The most important practice of all is the SaaS provider's
5 mmol ogY for preventing a data breach, primarily by using various methods
o data encryption both at rest and in transit
6. Governance and Incident Management : Certain types of incidents must be

ted, and tracked to closure, and there must be procedures in
ting any potential security breaches.

.:aptul'ed: I"EPOr
pmt for investiga
Reliability : Vertical scaling 1s limited by only being able to get

- Scalability and
as large as the size of the server. Horizontal scaling means the ability to
connect muitiple hardware or software entities, such as servers, so that they

work as a single logical unit.

saaS Security Challenges

2 Data Security : In SaaS scenario,
boundary of the enterprise and depends on the provider

measures.

b. Application Security : SaaS applications are m
web. They are presented to users in a browser. This
the security challenges such as SQL injection, Cross-site

data resides in the database which is outside the
for proper secunty

ostly used and managed over the
makes 1t inevitable to confront

scripting and Cross-site

Request Forgery.
Virtualization refers to the act of

| ating different instances on hardware and on each instance a guest OS is

instailed
ntification of technology

sets; identification of data and its links to business processes, applications, and

da
R:‘MEB; and assignment of ownership.
securi essment : Security risk assessment is critical to helping the information
Pﬂonty organization make informed decisions when balancing the duelling
s of business utility and protection of assets.
diﬂ:ipt-y Portfolio Management : Lack of pﬂl‘thUO an
“"‘Titegy and expectations because projec
+ Boals, and resource capacity.

e ———————
~ —
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awareness and training to the P
Ople

who may need them can expose the company to a varie
which people.

e Policies, Standards,
to aid in the development of

and Guidelines : Many resources and templates are ay,|,,
information security policies, standards, an;
guidelines. Policies should be developed, documented, and implemented, alon,
with documentation for supporting standards and guidelines. :
e Third-Party Risk Management : Lack of a third-party risk management Progran

may result in damage to the pruvider‘s reputation, revenue losses, and lega
actions should the provider be found not to have performed due diligence on i

third-party vendors.
e Forensics : Computer forensics 1s used to

forensics means responding to an event
analysing data to reconstruct events

retrieve and analyse data. The compute
by gathering and preserving dat,

Business Continuity Plan (BCP)

e Business continuity refers to the a
running during a period of displacement or in
BCP helps in continuing the business even after a disaster occurs.
risis; if it closes its operations even for 2
at the organization will experience losses

ctivities required to keep the organization
terruption of normal operations.

o Business has to stay active during the c
day or a week, they are many chances th

and will have to shut down.

e Moreover, legal issues can arise if the

This can lead to bad reputation and many more
in addition to having the pain of being in the state of disaster. Henc

BCP plan can be used to actively run and maintain the business activities.

critical services are not prﬂvided to clients.

legal problems for an organization
e an efficient

Secure Software Development Life Cycle

e« The SDLC consists of six phases, and there are steps unique
Software Development Life Cycle (SecSLDC) in each of phases :

Phase 1. Investigation : Define project processes and goals, and document

the program security policy.
Phase 2. Analysis : Analyse existing security policies and programs analy*
current threats and controls, examine legal issues, and perform risk analysis.

Phase 3. Logical design : Develop a security blueprint, plan incident rEﬁPﬂ“S;
actions, plan business responses to disaster, and determine the feasibility *

continuing and/or outsourcing the project.

Phase 4. Physical design : Select technologies to support the s
develop a definition of a successful solution, design physical security meas
support technological solutions, and review and approve plans.

to the Secur

them 11

. i
ecurity bIueP™
ures ©

—
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% = o Secunty
Ud /"”/.H' . : .
ﬁ_,f : mplementatmn : Buy or develop security solutions. At the end of this
phas€ 'reseﬂt a tested package to management for approval
ase€; . .
ph . aintenance : Constantly monitor, test, modify, update, and repair to
e O *
Ph::;nd to changing threats.
res

cloud Secu rity Architecture

ty architecture describes all the hardware and technologies designed
a, workloads, and systems within cloud platforms.

53

, Cloud securl
53.1 shows NIST cloud computing security reference architecture approach.

reference architecture identifies the five major cloud actors; consumer,
carrier, and auditor

o FIgE.
The

/ 3\
Cloud orchestration Cloud service
- - management o '
| consumer 1 / ) |
_ Service layer 2
| g
f ( SaaS
% [ PaaS Business
kg Cloud . support
: auditor -
| ; [ laaS ]
E 1 A /
j Security [Resource abstraction and control Frovisioning/
| e s 7 | \ s G s
# — I "\ ; r’
P""’:ﬂ’&:’:"m' | Physical resource layer
- R interoperability
Performance 3 g "
audit _ " FECIkt}_‘- J

Fig. 5.3.1 Cloud computing security reference architecture

L
Secure  cloud computing architecture encompasses three core capabilities:

mnﬁdﬂnﬁali
1

ty, integrity, and availability.
| C““ﬁdenﬁality is the ability to keep information secret and unreadable to the

People who shouldn't have access to that data.

2, . :
lntegnty is the idea that the systems and applications are exactly what you

-
i

~—

R

b
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ooy

3. Availability speaks to Denial-of-Service (Do5) attacks. Perhaps an attaci,,
see or change your data. But if an attacker can make systems un;sn,r.;,;,-|é,,h;rn'1

you Or your customers, then you can't carry out tasks that are €ssentjy) .

maintain your business. !

Definition

Actor

Cioud Consumer A person or organization that maintains a business relationship with ap4
uses service form, Cloud Providers.

Cloud Provider A person, organization or entity responsible for making a service avajlapj,
to interested parties.

Cloud Auditor A party that can conduct an independent assessment of cloud services,
information system operations, performance and security of the cloud
implementation.

Cloud Broker An entity that manages the use, performance and delivery of cloud
services and negotiates relationships between Cloud Providers and Cloud

Cloud Carrier An intermediary that provides connectivity and transport of cloud services

from Cloud Providers to Cloud Consumers.

b S =t e s i T R P W e A e e T e e wmwmwwbwmmmﬂnmﬁﬂﬂxwrn ot e e e e e e e

e ="

General Issues Securing the Cloud
e The common security issues around cloud computing divided into four man

categormnes :
a2) Cloud infrastructure, platform and hosted code : This comprises concems

related to possible virtualization, storage and networking vulnerabilities.

b) Data : This category comprises the concerns around data integrity, data
data remanence, provenance, and data confidentiality and user privacy

CONCerns.
¢) Access : This comprises the concern around cloud access
authorization and access control or AAA), encrypted data communication
user identity management.
d) Compliance : Because of its size and disruptive influence,

attracting attention from regulatory agencies, especially around sect
data location; operation frace- ability and compliance concerns.

lock 1,
spelfiﬁf

and

the cloud ¥

Challenges to Data Security in Cloud
the
or

1. Data residency : Many companies face legislation by their country of origi" ¢ dat?
local country that the business entity is operating in, requiring certain t)’PE? g that
to be kept within defined geographic borders. There are specific regulatwnﬁ
must be followed, centered around data access, mana trol.

’ gement and con /
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F Susiness data often needs to be guarded and protected more
4 o vacy on-sensitive data. The enterprise is responsible for any breaches
than : pe able ensure strict cloud security in order to protect sensitive

4 regulation compliance : Organizations often have access to and are
stry a0 Jata that is highly regulated and restricted.

el Machine Security

.1 machines which were created have their own virtual server in which

, The vu'tﬂd ta was processing which comes from the host machines. The service
sifferent :ﬂl ensure that the server can be protected with the help of the
firewall or other security mechanisms, and the server's database
security mechanisms; and in this way, the cloud infrastructure

prﬂ\'ider

red'lﬂjquES like a
Jiso contains some
Pmﬁder prnvides security to the server.

Virtualized security, Or security virtualization, refers to security solutions that are
woftware-based and designed to work within a virtualized IT environment.

» Step one in secﬁring virtual machine security in cloud computing is to isolate the
ow hosted elements. In cloud-virtual security is to certify virtual features and
fanctions for security compliance before you allow them to be deployed. Outside
attacks are a real risk in virtual networking, but an insider attack is a disaster.

+ To separate infrastructure management and orchestration from the service.
Management APIs will always represent a major risk because they're designed to
control features, functions and service behaviour. It's important to protect all such
APls, but it's critical to protect the APIs that oversee infrastructure elements that
should never be accessed by service users.

Cloud-v; ] ’
- virtual network security is to ensure that virtual network connecti don't
Over between tenants or services.

m}' to virtualization security is the hypervisor, which controls access between
._ Buests and host hardware. A Type 1 hypervisor is part of an operating
directly on host hardware. A Type 2 hypervisor runs as an
' @ normal operating system, such as Windows 10. For example :
& —_—— thls a Type 1 hypervisor and VMware Workstation is Type 2.
on of © hgu_est OS5 Wg in virtual machines, best practices for the
PAysical machines must be followed that include updating the OS

at : - : ,
mﬂiitt‘l'lles and updates, using anti-virus software, securing internet and
oring of guest OS regularly.
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e Whenever VM is migrated from one physical machine to different, iMage,
previous disks should be completely removed. .

e Fach component of virtualization layer can act as an attack vector laund
multiple attacks on the system. Attacks that target different componen,,
virtualization environment may result in security issues such as Cﬂmprnm;%;
complete Cloud infrastructure, stealing of customer data and system hacking

-Machimimaginglsaprﬁcﬁsmatisusedmpr Yr ang
provision and deploy systems in the cloud through capturing the state of syster,
using a svstem image.

s A system image makes a copy oOr a clone of the entire computer system inside ,
s-ing'le file. The image is made by using a program called system imaging prograr
and can be used later to restore a system 1mage.

e For example : Amazon Machine Image (AMI) is a system image that 1s used in the
cloud computing. The Amazon Web Services uses AMI to store copies of a virtu
machine.

e An AMI is a file system image that contains an operating system, all devi
drivers and any applications and state information that the working virtia

machine would have.

e The AMI files are encrypted and compressed for security purpose and stored It
Amazon S3 (Simple Storage System) buckets as a set of 10 MB chunks.

e Machine imaging is mostly run on virtualization perform due to this it is also
called as virtual appliances and running virtual machines are called instances.

e The AMI file system is not a standard bit-for-bit image of a system that "
common to many disk imaging programs. AMI omits the kernel image and stor=
a pointer to a particular kernel that is part of the AWS kernel library.

e Among the choices are Red Hat Linux, Ubuntu, Microsoft Windows, SOF
others. Files in AMI are compressed and encrypted and an XML file 1s w1l
describes the AMI archive.

aris &
tten that

meant to run on virtualization platforms.

University Question
1. How machine imaging help to achieve the goal of cloud computing ’ ﬂ

i
///-‘
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5 mmpun‘nﬂ Seeurf?
;/Ma; goment and Access Control

dentity

GTU - Summer-17.18 Winter-17.18

1dentity and Access Management (IAM) is a web service that helps you
. AWS jy control access to AWS resources.
secure

4 first create an AWS account, you begin with a single sign-in identity
, When YO mplete access to all AWS services and resources in the account. This
that 1.1as-°° allljed the AWS account root user and is accessed by signing in with the
ﬂt: dl:r;s and password that you used to create the account.

ror each AWS account, you can create multiple users with different credentials.
or ' | _ ol
For each user, you can give different rights.

IAM Users are account objects that allow an individual user to access your AWS
environment with a set of credentials. You can issue user accounts to anyone you
want to view or administer objects and resources within your AWS mmmt.
Permissions can be applied individually to a user, but the best practice for
permission assignments is to assign them via the use of groups.

IAM groups are objects that have permissions assigned to them via policies
allowing the members of the group access to specific resources. Havmzn tuseniand
assigned to these groups allows for a uniform approach to access managem

. : rmissions
IAM roles are again objects created within IAM v?rl'uch h:ave porlslc:s 1;0 -
associated to them. However, instead of being associated mTﬂu:s the instance to
foles are assigned to instances at the time of launch. This allo have access keys
adopt the permissions given by the role without the need to
Stored locally on the instance.

: use AWS uses flat
secuﬁty groups are used to control access 0 EC2 instances. Beca

icate with any
Layer 3 networking, any instance within a user account can commurmnc
Other instance.

' and permissions
*:‘WPS ldenE tity Access Management allows to establish access rules pe
:l) “Pecific users and applications.
Setup permissions for users and applications.

2. -
3 i user groups for common rules assignment.
4' Cloud Trail allows to monitor the access.

i s STS APIls like
1‘-‘“1113;1- security credentials, obtained by calling AW
NY N Role or GetFederationToken.

cy and optional
! i , actions, resources,
““ndil?ﬂh - A document that defines the effect

® for knowledge
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IAM role - An identity with permission policies, to which users can be assigneq

¢
to which common policies can be attached.

e IAM group - A group of users

e Best practices regarding security
1. Avoid using the default security group.

groups are as follows :

Use meaningful names.
. Open only the ports you need to open.

4. Partition applications.
5. Restrict system administrator access.

identify and Access Management

e Identity and Access Management (IAM) can help a user to manage to comput,
store, manage, and application services in the AWS cloud. It uses access contr

techniques through which a user is familiar with which includes users, groups and

permission.
« With the help of a single AWS IAM, the use
needs. It provides Amazon AWS building blocks which help the us

applications for the security purpose.

e AWS identity and access management help the user to focus on the features and
functionality which includes the security on the other side of the things. AW
IAM can also rotate access keys on the virtual machine instances.

e Functions :
1. To manage AWS IAM users and their access.

2. To manage Amazon IAM roles and their permissions.
3. To manage to federate users and their permissions.

Security Policies

User can manage access in AWS by creating policies and attaching
identities or AWS resources.

s A policy is an object in AWS that, when associated with an identity ©Of [eee ;:,-'
defines their permissions. AWS evaluates these policies when 2 principal eI
(user or role) makes a request.

IAM policies define permissions for an action regardless of the m

2 M

r can manage the customer and ther
er to build the

them 10 AN

®

othod tha! yo

L
use to perform the operation.

Types of Policy :
" L " Iu
1. Identity-based policies : Attach managed and inline policies tO IAM ! Ent;aﬂf
(users, groups to which users belong, or roles). Identityabased policies b
permissions to an identity.
_’"’/I_;J

o ———— T — e e
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7. Resource-based policies : Attach inline policies to resources. For example
resource-based policies are Amazon S3 bucket policies and [AM role trust policies
Resource-based policies grant permissions to a principal entity that is specitied in
the policy. Principals can be in the same account as the resource or in other
accounts.

3. Permissions boundaries : Use a managed policy as the permissions boundary for
an 1AM entity (user or role). That policy defines the maximum permissions that
the identity-based policies can grant to an entity, but does not grant permissions.

4. Organizations SCPs : Use an AWS Organizations service control policy (5CF) to
define the maximum permissions for account members of an organization or
Organizational Unit (OU). SCPs limit permissions that identity-based policies or
resource-based policies grant to entities (users or roles) within the account, but do
not grant permissions.

5. Access Control Lists (ACLs) : Use ACLs to control which principals in other
accounts can access the resource to which the ACL is attached. ACLs are similar to

resource-based policies, although they are the only policy type that does not use
the JSON policy document structure. ACLs are cross-account permissions policies
that grant permissions to the specified principal entity. ACLs cannot grant
permissions to entities within the same account.

6. Session policies : Pass an advanced session policy when you use the AWS CLI or
AWS APl to assume a role or a federated user. Session policies limit the

permissions that the role or user's identity-based policies grant to the session
Session policies limit permissions for a created session, but do not grant

permissions.
IAM Abilities and Limitations

» Path names must begin and end with a forward slash (/).

« Names of users, groups, roles, policies, instance profiles, and server certificates
must be alphanumeric, including the following common characters : plus (+),
equal (=), comma (,), period (), at (@), underscore (_), and hyphen (-).

* Names of users, groups and roles must be unique within the account.
* User passwords (login profiles) can contain any Basic Latin (ASCII) characters.

1. What do you mean by identity management and access management ?
GHU L Sommes U7, Wiidea- L8 Marks 7

2. What are the functionalities of Identity and Access Management (1AM) ?
GIU |, Wikder |'f._ I8, Sumimer I8, Marks 1
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EX] Autonomic Security Establishing Trusted Cloud Computing

e Clients of cloud computing services currently have no means of verify;, ng
confidentiality and integrity of their data and computation. This problem i Solye,
by using Trusted Cloud (_omputlnb Platform (TCCP). TCCP that enables laa
services such as Amazon EC2 to provide a closed box execution environmg,,
TCCP guarantees confidential execution of guest VMs and allows users to attest 4,
the laaS provider and determine if the service is secure before they launch thei;
VMs.

e Trust is one of the most concerned obstacles for the adoption and growth of cloug
computing. Although couple of solutions have been proposed, determination
credibility of trust feedbacks is neglected in most of the cases which lead to many
security failures.

e Automation of management is one of the essential characteristics of the cloud
networks today. Autonomic computing is an approach to equip computer systems
with capabilites to autonomously adapt their behaviour and/or structure
according to dynamic operating conditions. For effective self management, 2
system  needs context awareness, self-configuration, self-optimization
self-protecting, self-management, self-healing, anticipatory, and openness.

* A trusted computing infrastructure guarantees control of data to provide the
transparency that can be verified by a customer. Trust in cloud computing requires
data to be digitally signed for integrity and hence privacy preservation must be
provided through efficient cryptographic techniques. Since data is ph}rsicall}'
spread across multiple data centers, a consumer would never know exactly wher
his data is; hence control over the data is minimal.

Fig. 5.5.1 shows trust establishment between service provider and consumer.

"

; > Privacy - service leval agreement and reflection

e Reputation - fesedback mechanism

\( _) Protection - virtual connection

1
> i Tranu;}arency ‘dala center identity

e ——

N ,ri.rml remote behavior monitoring

Cloud consumef

-— o T

)

e e e
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o Initial trust for a service is null for the first run because
behavior are not measured. After an evaluation process

system, its process and data demonstrate progress. Sy
process, indicating whether or

reputation, feedback, and
to check the integrity of a

stem integrity is a binary
not the system has a trustworthy execution.

o Process integrity depends on the codes executed during instantiation and should
not be compromised. A modified code will yield malicious behavior on the part of

the system, leading to mistrusted activity. A cryptographic process with a hash
function can prevent intrusion.

o Data integrity can be ensured by checking the communication process.

Storage Area Networks

* There are hundreds of different cloud storage systems. Some have a very specific

focus, such as storing Web e-mail messages or digital pictures. Others are available
to store all forms of digital data.

* Some cloud storage systems are small operations, while others are so large that the

physical equipment can fill up an entire warehouse. The facilities that house cloud
storage systems are called data centers.

* Cloud storage systems generally -rely on hundreds of data servers. Because
computers occasionally require maintenance or repair, it's important to store the

same information on multiple machines. This is called redundancy.

Without redundancy, a cloud storage system couldn't ensure clients that they
could access their information at any given time.

Most systems store the same data on servers that use different power supplies.
That way, clients can access their data even if one power supply fails.

Data centers are buildings where multiple servers and communication gear are
co-located because of their common environmental requirements and physical
security needs, and for ease of maintenance.

Data centers are specialized environments that safeguard company's most valuable
equipment and intellectual property.

Data centers support the following things :
1. Processing of users business transactions

2 Hl:}gnng of company website
3. Process and store intellectual property
4. Maintain financial records

3. Route electronic mails.

‘-Lh-“"-n—...____ %
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e The data center infrastructure is central to the IT architecture, from which
content is sourced or passes through. Proper planning of the dat, COnte,
infrastructure design is critical, and Performance, resiliency, and scalability Need |,
be carefully considered.

al]

e Data center equipment’s environmental conditions should fall within the range

 The main purpose of a data center is running the applications that handle the Cor
business and operational data of the organization. Data Centers are the facilities
that will house the equipment in order to secure, store, and exchange data.

e Networked storage devices usually fall into one of the following categories -

1. Storage Area Network (SAN) :

o Physical data storage media are connected through a dedicated network apg

provide block-level data storage access using industry standard protocols, such s
the Small Computer System Interface (SCSI).

The purpose of the SAN is to allow multiple servers access to a pool of storage in
which any server can potentially access any storage unit.

SAN is a network designed to transfer data from servers to targets, and it is

alternative to directly attached target architecture, or to a DAS architecture, where
the storage is connected to the servers on general purpose networks.

SAN consists of a communication infrastructure, which provides physical
connections; and a management layer, which organizes the connections, storage
elements, and computer systems so that data transfer is secure and robust.

SAN consists of three main components : Servers, Network infrastructure and
Storage

2. Network-Attached Storage (NAS)

* Hard drive arrays are contained and managed by this dedicated device, which
connects through a network and facilitates access to data using file-centric dat
access protocols like the Network File S

(SMB). ystem (NFS) or Server Message Block

NAS allows more hard disk stora

dy
. B¢ Space to be added to a network that alred®
utilizes servers without shutting them dow

NAS device does not need to
in a LAN and can be made y

n for maintenance and upgrades.

e [e
be located within the server but can exist an}’wh .

e P of multiple networked NAS devices.
NAS systems usually contain one or more

hard disks, ofte ed into 10
redundant storage containers or RAID arrays ’ B
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m Difference between NAS and SAN

NAS SAN

Machine connected with LAN may utilize NFS,  Server class devices that are equipped with
. CIFS or HTTP protocol to connect to a NAS. SCSI and fibre channel adapters connect to a
SAN.

~ File system 1s mmged by the NAS head unit.  The SAN servers manage the file system.
. Backups and mirrors are generated on files, not Backups and mirrors require a block by block

L e copy Opestion.

A NAS identifies the data by file name and ~ SAN addresses the data by logical block _;
byte offset, transfers file data or metadata. numbers, and transfers the data in disk blocks.

' NAS uses TCP/IP networks.

e A - e e o Ty e, T g e T T T T e P T T S B e R R L e e e R R R
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Disaster Recovery in Clouds

e Business continuity is more proactive and generally refers to the processes and
procedures an organization must implement to ensure that mission-critical
functions can continue during and after a disaster. BC involves more

comprehensive planning geared toward long-term challenges to an organization’s
success.

» Disaster recovery is more reactive and comprises specific steps an organization
must take to resume operations following an incident. Disaster recovery actions
take place after the incident and response times can range from seconds to days.

 Disaster recovery is a piece of business continuity planning and concentrates on
accessing data easily following a disaster.

* As cyberthreats increase and the tolerance for downtime decreases, business
continuity and disaster recovery gain importance. These practices enable an
organization to get back on its feet after problems occur and improve operations
while decreasing the chance of emergencies.

Disaster recovery plan :

* Disaster recovery plan is a plan designed to recover all the vital business during a
disaster with in a limited amount of time. This plan has all the procedures
required to handle the emergency situations.

* A disaster recovery process should have provable recovery capability and hence it

provides the most efficient method to be adopted immediately after a disaster
occurs.

* Mostly the DRP has technology oriented methodologies and concentrates on
getting the systems up as soon as possible, within a reasonable amount of time
Recovery Time Objective (RTO) and Recovery Point Objective (RPO).

e
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e RTO and RPO are the recovery time objective and recovery point objectiye h

are the targets of DRP.

The most successful disaster recovery strategy is the one that wi] Never
implemented; therefore, risk avoidance is a critical element in the disaster recoy "
ery

process.

Difference between Disaster Recovery and Business Continuity pj,,

Sr. No. Disaster Recovery Plan Business Continuity Plan
Main idea : Continue critical business
_Sperations.

Business continuity is business centric.

1. Main idea : Recover from disasters.

2. Disaster recovery is data centric.

3. DR plan can be built upon a strong The business continuity process has a
business continuity plan. series of DRPs.

.3 Activities are pre-planned to react to Planning on mitigating risk for the assets,
disasters. business processes that will adversely

impact company, if a disaster happens.

5. DR plan starts with IT, not because BC plan is not an IT process; it includes
other aspects are not important, but the complete business as a unit.
because IT is easiest to recover, and
impact is also more.

6. Disaster recovery is more reactive. Business continuity is more proactive.

L e L R e i s a e ey

IEX] Multiple Choice Questions

N i e T
‘a network control b VM management
:_:_' access management d all of these

Q.2 The SDLC consists of phases, and there are steps unique to the secur
software development life cycle in each of phases.
a 4 b 6
c 8 d 9

a3 The key to virtualization security is the ~ which controls access betw
virtual guests and host hardware.
a hypervisor b zen
¢ virtual machine 'd none

- _— e T ——
- T i e e—
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Qs ATPE 1 hypervisor is part of an that runs directly on hest hardware
a hardware b software
¢ operating system d all of theee

a5 NAS stands tor
a Network Attached Storage b New Attached Storage
¢ Network Area Storage d Network Attached Standard

e

Q.1 d Q.2 ¢

5 Q3 a Q4 C
: - B - ot L L 3 s AR AR L S HRA Sty ;
: |
Q5 a
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OpenStack, Eucaluptus, Windows Azure, CloudSim, EyeOs, Aneka, Go

ogle App Engine.

—— =

6.5 Aneka

6.6 Google App Engine
6.7 Multiple Choice Questions

——— == =2

g ——

—F-

E——




E\“_'_f{‘ﬂf Computing 6-2 B

Cloyeg M 4
T -“H‘,"ﬂ,w .
“ it

—

m OpenStack

OpenStack is a recently open-sourced, laaS cloud-computing platform foundeg by
Rackspace Hosting and NASA, and is used widely in industry

OpenStack is an open-source cloud platform. OpenStack software controls large
pools of compute, storage, and networking resources throughout a data center, o
managed by a dashboard that gives administrators control while émpowering thejy -
users to provision resources through a web interface.

To produce the ubiquitous Open-Source cloud computing platform that wil] Meet
the needs of public and private cloud providers regardless of size, by being simple
to implement and massively scalable.

Components of OpenStack are as follows :
1. Horizon - Dashboard : It provides a modular web-based user interface for al
the OpenStack services. With this web GUI, user can perform most operations

on your cloud like launching an instance, assigning IP addresses and setting
access controls.

2. Keystone is a framework for authentication and authorization for all the
OpenStack services. It handles API requests as well as providing configurable

catalog, policy, token and identity services. Keystone is a framework for
authentication and authorization for all the OpenStack services.

3. Nova : It provides virtual servers upon demand. Nova is the most complicated
and distributed component of OpenStack. A large number of processes
cooperate to turn end user API requests into running virtual machines.

4. Glance - Image Store : It provides diﬁcovery, registration and delivery services
for disk and server images.

5. Quantum - Network : It provides " network connectivity as a service " betweer!
interface devices managed by other OpenStack services. The service works by
allowing users to create their own networks and then attach interfaces to them

Quantum has a pluggable architecture to Support many popular networking
vendors and technologies.

6. Cinder allows block devices to be exposed and connected to compute instances
for expanded storage & better performance.

7. Object store allows you to store or retrieve files. It provides a fully diﬁtributedf

APl-accessible storage platform that can be Integrated directly into applicationﬁ
or used for backup, archiving and data retention

R ————— . I @ — — : ________.-—"'"'""H-
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¥} Windows Azure

¢ Windows Azure is a cloud computing platform and infrastructure, created by
Microsoft, for building, deploying and managing applications and services through

a global network of Microsoft - managed data centers.

Azure queue storage is a service for storing large numbers of messages that can be

accessed from anywhere in the world via authenticated calls using HTTP or

HTTPS. A single queue message can be up to 64 KB in size, and a queue can
contain millions of messages, up to the total capacity limit of a storage account.

* Azure is a virtualized infrastructure to which a set of additional enterprise services
has been layered on top, including, a virtualization service called Azure AppFabric

that creates an application hosting environment. AppFabric is a cloud-enabled
version of the .NET framework.

Windows Azure is Microsoft's application platform for the public Cloud.
Applications can be deployed on to Azure in various models

* Windows Azure is used to :

1. Build a web application that runs and stores its data in Microsoft data centers.

2. Store data while the applications that consume this data run on premise
(outside the public Cloud).

3. Create virtual machines to develop and test, or run SharePoint and other
out-of-the-box applications.

4. Develop massively scalable applications with many users.

5. Offer a wide range of services
* Azure has three components : compute, storage and fabric
1. Compute : Windows Azure provides a hosting environment for managed code.
It provides a computation service through roles. Windows Azure supports
three types of roles :

a) Web roles used for web application programming and supported by IIS7.
b) Worker roles are also used for background processing of web roles.

¢) Virtual Machine (VM) roles are generally used for migrating windows
server applications to Windows Azure in an easy way.

2. Storage : Windows Azure provides storage in the cloud. It provides four
different types of storage services :

a) Queues for messaging between web roles and worker roles.

b) Tables for storing structural data.
¢) BLOBs (Binary Large Objects) to store text, files or large data.
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d) Windows Azure Drives (VHD) to mount a page blob. They can easily bg

downloaded and uploaded via blobs.

3. AppFabric provides infrastructure services for developing, deploying and

managing Windows Azure application. It provides five services: Service bus, -

Access, Caching, Integration and Composite.
Fig. 6.2.1 shows Windows Azure platform architecture.

——— = — ﬂ

I Cloud applications

=
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ag Cloud platform services 2=
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= Windows Azure 3 B ke
Compute Storage Network -
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‘ Hosting platform '

Windows Azure platform

Fig. 6.2.1 Windows Azure platform architecture

created by Mic

Microsoft Azure is a cloud computing service
rvices through 2 &

testing, deploying and managing applications and se
network of Microsoft-managed data centers.

oftware as a service (SaaS), platform as a service
ts many different programming languages
ft-specific and third-party

e It provides s
a2 service and suppor
frameworks, including both Microso

systems.
e Windows Azure provides resources and services for
is abstracted and exposed as compute resources.

consumers. Fo

hardware
' ou
e Physical storage 1S abstracted as storage resources and exposed thr
well-defined interfaces. -
¢ eil’*‘lﬂ-

A common windows fabric abstracts the hardware and the software an

virtual compute and storage resources.
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o Each instance of an application is automatically managed and monitored for
availability and scalability.

e If an application goes down, the Fabric is notified and a new instance of the
application is created. Because virtualization is a key element in cloud computing,
no assumption must be made on the state of the underlying hardware hosting the
application.

e Advantages of Microsoft Azure
1. Microsoft Azure offers high availability
2. It offers you a strong security profile
3. It is a cost-effective solution for an IT budget.
4. Azure allows you to use any framework, language, or tool.

5. Azure allows businesses to build a hybrid infrastructure.

CloudSim

e CloudSim is an extensible simulation toolkit or framework that enables modeling,

simulation and experimentation of Cloud computing systems and application
providing environments. The CloudSim toolkit supports both system and behavior

modeling of Cloud system components.

e By using CloudSim, developers can focus on specific systems design issues that
they want to investigate, without getting concerned about details related to

cloud-based infrastructures and services.

¢ CloudSim is a library for cloud computing simulation in Java language

* Features :
1. Energy-aware computational resources.

2. Support for modelling and simulation of large-scale cloud computing data
centers.
3. Support for data center network topologies and message-passing applications.

4. Support for dynamic insertion of simulation elements, stop and resume of
simulation.

5. Support for user-defined policies for allocation of hosts to virtual machines and
policies for allocation of host resources to virtual machines.

* Fig. 6.3.1 shows cloudSim.

CloudSim framework consists of following components :

1. Regions : It models geographical regions in which cloud service providers
allocate resources to their customers.
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Cloudlet 2

Data center

Cloud

services

information |}

| Host3 |

Fig. 6.3.1 : CloudSim
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2. Data centres : Data centres is composed of a set of hosts and it is responsible
for managing virtual machines

3. Hosts

: It models physical resources. A host has a defined policy for

provisioning memory, processing elements, and bandwidth to virtual machines

4, 'I?IE user base : It models a group of users considered as a single unit 1n the
simulation, and its main responsibility is to generate traffic for the simulatio®

5. Cloudlet : It specifies the set of user

requests. It contains the applicati

on ID)

name of the user base that is the originator to which the responses have 0 be
routed back, as well as the size of the request execution commands, and input

6. Service broker

allocate processor cores to VMs.

X} EyeOs

e EyeOS is free Cloud Computing Operating
all your necessary files, folders,

anywhere in the world.

e EyeOS is an open source web desktop

is mainly written in PHP, XML, and Jav

It models the time or s

office,

fn]lnwing the cloud computing y
aScript,

System software which let ¥©
calendar, contacts and ™Y

/
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7. VMM allocation policy :
VMs to hosts.

8. VM scheduler :
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, The eyeOS desktop looks like any other operating system that you would come
across. It can be customized on the basis of themes, though the looks of Windows

Aero are obviously not a possibility. At present, the eyeOS system supports

ianslations in 30 languages.
+ Goals for eyeOS include :
a) Being able to work from everywhere, regardless of whether or not you are
using a full-featured, modern computer, a mobile gadget, or 2 completely

obsolete PC.

b) Sharing resources easily between different work centers at company or
working from different places and countries on the same projects.

¢) Always enjoying the same applications with thé same open formats and
forgetting the usual compatibility problems between office suites and

traditional operating systems.

d) Being able to continue working if you have to leave your local computer or if
it just crashes, without loosing data or time: Just log in to your eyeOS from
another place and continue working.

* EyeOS includes the following features :
1. Desktop : The desktop is similar to that of a regular operating system.

2. Office-related tasks : EyeOS supports MS Office and OpenOffice.org
documents, spreadsheets and presentations.

3. System and file management : Uploading/downloading multiple files to the
cloud, compressing in ZIP/TAR formats, and a dedicated picture viewer for

slide-shows is a decent ‘plus.

4. Networking : The beauty of cloud computing is the fact that networking is at
its core. There is an internal FTP client, messaging client, bulletin board and an
RSS feed reader that comes bundled by default.

3 Aneka

* Aneka is one of platform that is used to build, accelerate and manage distributed
applications with the help of .NET framework. Aneka provides developers with a
rich set of APIs for transparently exploiting such resources and expressing the
business logic of applications by using the preferred programming abstractions.

Aneka based computing cloud is a collection of physical and virtualized resources
connected through a network, which are either the Internet or a private intranet.

Each of these resources hosts an instance of the Aneka Container representing the
runtime environment where the distributed applications are executed.

jr— e
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The services are broken up into fabric, foundation, and execution services, Fabric
services directly interact with the node through the Platform Abstraction Layer
(PAL) and perform hardware profiling and dynamic resource provisioning.

Foundation services identify the core system of the Aneka middleware, providing
a set of basic features to enable Aneka containers to perform specialized and
specific sets of tasks. Execution services directly deal with the scheduling and

execution of applications in the Cloud.

ANEKA is available at PaaS in cloud environment. It means that it provides
programming application programming interfaces for developing distributed
applications and virtual execution environment In which the applications

developed as per API can be made to run.
Aneka is a market oriented Cloud development and management platform with

rapid application development and workload distribution capabilities.
Fig. 6.5.1 shows Aneka framework architecture.

“Management : Tools, interfaces, APIs

SDK APl and Tools___

— o —
— —
-—-—--_-l_______---q—-—————---—_-——--——-———_-—-—--—ll-l'l'----

— —
— —— —
_----—----—-—_----—-----—----———-----—---—-—---—-—--'-"—

Middleware : Container

Execution services =g e T

Independent bags of tasks
Distributed threads 3
MapReduce

Foundation services  nempership
Resource reservation
Storage
Licensing and accounting

Persisience

Fabric services
Hardware profiling

Dynamic resource provisioning

r
Iinfrastructure

I
|
[ | .
:' ECMA 334-335 : NET or Mono/Windows and Linux and Ma:_:

,: Virtualized resources 4

Fig. 6.5.1 Aneka framework architecture
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The container is the building block of the middleware and represents the runtime
environment for executing applications; it contains the core functionalities of the

system and is built up from an extensible collection of services that allow
administrators to customize the Aneka cloud.

Aneka implements a service-oriented architecture and services are the fundamental
components of an Aneka Cloud. Services operate at container level.

o Aneka container can be classified into three major categories : Fabric services,

Foundation services and Application services.

e There are three classes of services that characterize the container :

1. .Execution services : They are responsible for scheduling and executing

applications. Each of the programming models supported by Aneka defines

specialized implementations of these services for managing the execution of a
unit of work defined in the model.

» Foundation services : These are the core management services of the Aneka

container. They are in charge of metering applications, allocating resources for
execution, managing the collection of available nodes and keeping the services
registry updated.

3. Fabric services : They constitute the lowest level of the services stack of Aneka
and provide access to the resources managed by the cloud.

Aneka also provides a tool for managing the cloud, allowing administrators to
easily start, stop and deploy instances of the Aneka container on new resources
and then reconfigure them dynamically to alter the behavior of the cloud.

Applications managed by the Aneka container can be dynamically mapped to
heterogeneous resources, which can grow or shrink according to the application's
needs. This elasticity is achieved by means of . the resource provisioning

framework, which 1s composed primarily of services built into the Aneka fabric
layer.

m Google App Engine

Google App Engine (GAE) is a Platform as a Service cloud computing platform for
developing and hosting web applications in Google-managed data centers.

Google App Engine is a way to write your own web applications and have them
hosted on Google servers. It enables developers to build their web applications on
the same scalable system that power Google applications.

* An app is a piece of software which can run on the computer, internet, phone or

any other electronic device. Google refers to their online services as Apps. They
also sell a specific suite of services known as Google Apps.
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aaS solutions In cloud computing. Some of ,

e Google's providing both SaaS and P
Apps which including Gmail, Dy

examples for SaaS solutions including Google
otc. and Paa$ includes Google App engine.

e Services provided by App engine includes :
a) Platform as a Service (P’aaS) to build and dep

loy scalable applications

b) Hosting facility in fully-managed data centers
sible environment platform for manag

ing application

¢) A fully-managed, fle
server and infrastructure.

d) Support in the form of popular development language

o Major feature of Google App Engine :
1 Automatic scaling and load balancing.

s and developer tools.

5 Authentication using Google Accounts APL

3. Provides dynamic web services based on commo

4. Integration with other Google Cloud Services and AP
with query access sorting an

n standards.

5. Support persistent storage, d transaction

management features.
e Google App engine offers users the

Google's infrastructure.
Gﬂﬂﬂ-l; a;;r.-}
engine

Aulhonlrcatiurq

ability to build and host web applicaﬁﬂnﬁ on

Datastore Caching
Big table/
Mapreduce Memcache Google apps
Fig. 6.6.1 !
» The App Engine offers a number of services that enable you to perform sever’
common operations when managing your application. The following API3 are
available to access these services
1, Mail ; Using the mall Al'l, the developers can send email messages.
7. Memcac he : The Memcache service gives the users the benefit of W“rkms
| | | ' _ the
efficiently by providing high retrieval speed, even when multiple users AcCeS® th
safmne ﬂj»'P““’“”" al the same Instance of time,
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3. Image manipulation : The Image service allows you to manipulate images of your
application. With the use of this AP, you can resize, crop, rotate and flip images
in JPEG and PNG formats.

o In the PaaS space Google is a key player. App Engine is a platform to create, store
and run applications on Google's servers using development languages as java and

python.

e App Engine includes tools for managing the data store, monitoring the site and its

resource consumption and debugging and logging. A user can serve the app from
his own domain name using Google Apps.

e Key features of GAE programming mode using java and python.

» The Google App engine Software Development Kit (SDK) provides Java and
Python programming languages.
¢ The languages have their own web server application that contains all Google App

Engine services on a local computer. The web server also simulates a secure
sandbox environment.

e The Google App engine SDK has APls and libraries including the tools to upload
applications. The architecture defines the structure of applications that run on the
Google App engine.

1. Python :

e The Google App engine allows implementation of applications using python
programming language and running them on its interpreter.

¢ The Google App engine provides rich APIs and tools for designing web
applications, data modeling, managing, accessing apps data, support for mature
libraries and frameworks like Django.

e The main characteristics of Google App engine are its DataStore, configuration file
app.yaml and how it serves an application.

2. Java :
¢ The Google App engine provides tools and APIs required for the development of
web applications that run on the Google App engine Java run time.

¢ The application interacts with the environment using servlets and web
technologies like Java Server Pages (JSPs) which can be developed using Javaé.

* The GAE environment uses Java SE Runtime JRE platform 6 and libraries which
the applications can access using APls.

* Java SDK has implementations for Java Data Objects (JDO) and Java Persistence
(JPA) interface.

—
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* To exchange email messages with Google App engine, it provides the Google Apy

Engine mail service through the Java Mail APL

Support for other languages like JavaScript, Ruby or Scalar is also provided p,
Google App engine with the use of JVM compatible compilers and interpreters
When Google App engine gets a web request that corresponds to the Up|

mentioned in the applications deployment descriptor it invokes a seryle
corresponding to the request and uses Java Servlets API to provide requested data

and accepts response data.
Google App engine makes it easy to build an applications that runs reliably, even

under heavy load and with large amounts of data.

» App engine includes the below features :
a) Dynamic web serving, with full support for common web technologies.

b) Persistent storage with queries, sorting and transactions.

¢) Automatic scaling and load balancing.
d) APIs for authenticating users and sending email using Google accounts.

e) Scheduled tasks for triggering events at specified times and regular intervals.

Multiple Choice Questions

- cluud-c;mpuﬁng };latfurm founded

‘a1 C;paﬁta;;-k is a recently open-sourced,
by Rack space Hosting and NASA, and is used widely in industry.
a laaS b Sas
¢ PaaS d ITaaS
Q.2 The Google App engine Software Development Kit provides and __—
programming languages.
b Java, Python

¢ Object onented, SQL d C++, Java

Q3 Google App engine is 2 cloud computing platform for developing and
5 hosting web applications in Google-managed data centers.

|
! a R Java
r
[
|

a Software as a Service ‘b Infrastructure as a Service

|
|
| ¢ Host as a Service d Platform as a Service

Q4 EyeOS is an open-source ______ desktop following the cloud computing concep!
| It 1s manly written in PHP, XML and JavaScript,

a Personal b URL

¢ web d sin{;le —-—-f"‘f_,

e T T P ——
B -
W e i

T I R —
T o e
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e R e i
Q.5 CloudSim is a ________ for cloud computing simulation in Java language.

¢ source file d service

‘0.6 Windows Azure is Microsoft's application platform for the cloud.

| a hybrid b private
{ ¢ public d all of these
| =
|

Q.7 Aneka container can be classified in to following major categories :

. a Fabric services ‘b Foundation services

c Application services d All of these

Answer Keys for Multiple Choice Questions :

5 - i
i R i, B o R R R B
A R R A B2 B R R e u ks =

{ Q1 a Q’ | m

- Q6 ¢ |

e e
j W1
o O 0

H H
s A m.,-'!i;\ha-nmﬂugn-nﬁmml iy g M, e 6 T L

e e E——
"‘-I—___._”" B 3 = =

o = = -
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Overview of Cloud services, Designing Solutions for the Cloud, Implement & Integrate Solutions,

Emerging Markets and the Cloud, Tools for Building Private Cloud: laaS using Eucalyptus, PaaS
on laaS - AppScale.
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Overview of Cloud Services

Choosing the right service model is 2 critical success factor for deliverin,

cloud-based solutions. In order to choose the right service model or combinatig,

of service models, one must fully understand what each service model is and why

responsibilities the cloud service providers assume Versus the responsibilities the
cloud service consumer assumes.

Cloud based services provide information technology as a service over the Intemet
or dedicated network, with delivery on demand, and payment based on usage
Cloud based services range from full applications and development platforms, to

servers, storage and virtual desktops.
entities utilize cloud-based services to address a vanefy

Corporate and government
CRM, database, compute, and data

of application and infrastructure needs such as
storage.

Clouds provide services at different levels (IaaS, PaaS, SaaS). Th
control available to users and developers decreases with the level o
According to their deployment model, clouds can be categorized into pu

e amount of

f abstraction
blic and

private clouds.
Fig. 7.1.1 shows cloud computing services.

Salesforce
cloud

Rackspace
cloud

Fig. 7.1.1 Design of cloud computing services
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o There are three cloud service models : Software as a Service (SaaS), Platform as a
Service (PaaS), and Infrastructure as a Service (laaS). Each cloud service model
provides a level of abstraction that reduces the efforts required by the service
consumer to build and deploy systems.

e Fig. 7.1.2 shows main categories of cloud computing services.

Resources managed at each layer

‘ﬁ_--l-----#---‘-_lr

Google apps,
Facebook, YouTube
Saleforce.com

Business applications,
web servers, Multimedia

. . . . R

Microsoft Azure,

Platform as a Google AppEngine,
P [ et
""""""" Computation (VM) Storage (Block) Amgfgﬁ%cz'
Flexiscale
e L At

as a Service ([aaS)

CPU, Memory, Disk, Bandwidth

Fig. 7.1.2 Main categories of cloud computing services

¢ In a traditional on-premises data center, the IT team has to build and manage

everything. Whether the team is building proprietary solutions from scratch or
purchasing commercial software products, they have to install and manage
one-to-many servers, develop and install the software, ensure that the proper

levels of security are applied, apply patches routinely and much more.

* Each cloud service model provides levels of abstraction and automation for these
tasks, thus providing more agility to the cloud service consumers so they can
focus more time on their business problems and less time on managing
infrastructure.

* Cloud based services have several common attributes :

2) Virtualization : Cloud computing utilizes server and storage virtualization

L]

extensively to allocate / reallocate resources rapidly.

b) Multi-tenancy : Resources are pooled and shared among multiple users to gain
economies of scale.

¢) Network-access : Resources are accessed via web-browser or thin client using a
Variety of networked devices (computer, tablet, smartphone).

= B i e Bl b B 3 ey e s N
= N I R el -
S a e A W
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e

d)On demand Resources are self-provisioned from an online catalogue

pre-defined configurations.
e) Elastic : Resources can scale up or down automatically.

f) Metering/chargeback : Resource usage is tracked and billed based on seryic
arrangement.

Implement Cloud Services

* Moving an application to the cloud is not a simple task, so its best to work with
an  experienced service provider that can help ensure the migration
implementation and ongoing support of your solution.

e Steps for implementation :
1. Define your ?mject : Some applications and infrastructures should never be put on
a cloud. Decide what you want to move to the cloud and whether or not its

feasible.

Ensure you have a flexible platform that scales to . ,
| S ess
model and future growth. upport your evolving busin

]

! 3. Understand sn_eftfnty Pﬂllﬂ‘-fﬁ : Many service Providers believe that data security 15
3 your responsibility, not theirs. Make sure you have a clear und tanding of who
; is responsible and ensure that the right resources are in place e
|

4. Select your cloud computing service pProvider . Partner with . vider
a service pro

that has success with businesses similar to yoyrs
and knows
your technology.

5. Determine service level agreements : In additio,
v ptime be v with
Ptime, ery clear

your service provider when it comes to SLAs anq .
cover, such as data availability or data protection. actly what they do and do not

6. Understand who owns recovery : Outages wi]] happen, «
or your service provider is responsible for recovery, * S0 know in

7. Migrate in phases : Roll out a phased migration that
Ows

} increase the load and gives you time to fine tune My
: maintaining business continuity.
8. Think ahead : Your business requirements can change -
cloud solution that allows you to move between “"'Prﬁ'nus:ny time, so choose 4
that allows you to move to 2 different cloyq Service d cloyg as needed,
PTovider if necessary:

advance if you

S you to gradually
Minimize rigks while
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Emerging Markets and the Cloud

Cloud computing represents a paradigm shift, a transition from
computing-as-a-product to computing-as-a-service. Instead of buying hardware and
software products, which require installation, configuration, and maintenance,
cloud computing lets you use applications and computing infrastructures in the
cloud as a service, so you pay only for resources used.

Cloud computing can be applied to a range of areas, including e-commerce,
education, healthcare, governance, telecommuting, community building, and
emergency response. Not having legacy systems or applications requiring
migration gives enterprises and individuals in emerging markets an optimal
opportunity for cloud solutions.

Furthermore, new developments are flourishing in emerging markets, making
them attractive to both global and local cloud providers in search of new revenue
opportunities.

The accessibility of the cloud may become a chief factor in the ability of these
markets to expand their global trade capabilities and enhance trade with other
emerging markets. This will also impact small and medium sized businesses by
driving job creation and increasing access to new products and business
configurations.

In the case of developing governments, the cloud can support efforts to enhance

their ability to provide services in an economical and effective manner to citizens
in areas such as healthcare, education, telecommunications, etc.

Cloud services offer practically unlimited potential for emerging markets in
nations like India and China that have already embarked on the process of
implementing new technology.

Cloud in education : The cloud has been a bit slower to catch on in education,
with a small number of organizations saying the cloud currently has a pervasive
presence in either type of economy. Educational organizations in developing
economies, however, believe that in the next one to five years, the cloud will be a
major factor in education.

Cloud in retail : The sky's the limit for the cloud in the retail sector in developing
economies. Three-quarters of retail organizations already say the cloud has a
strong presence in developing economies. Most impressively, 80 percent of
organizations in developing economies say the cloud will be a major factor for
retail overall in their country.

Manufacturing : Manufacturing organizations in both developed and developing
economies say the cloud has a significant presence now. Cloud computing is being

— - e
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used to reduce supply chain costs, connect suppliers globally, and to suppoy

partnerships between customers and suppliers. But the challenges
manufacturers to work in the cloud are not insignificant. Embedding cloud into ,
factory requires the design of new sensors, ensuring common standards acros
machines, communications protocols and a host of other cyber-physical challenges

to be met.
Cloud in banking services : One industry where the cloud will truly enable
organizations to leapfrog in their technology adoption is in banking. The impact of
the cloud will be felt on the banking industry overall, but particularly in enabling
customers to make digital payments.

Tools for Building Private Cloud : laaS using Eucalyptus

GTU : Summer-18, Winter-18

o Eucalyptus stands for "Elastic Utility Computing Architecture for Linking Your
programs to Useful Systems". It is used to build private, public and hybrid clouds
It can also produce your own data center into a private cloud and allow you (0
extend the functionality to many other organizations.

Eucalyptus in cloud computing is an open-source software platform for carrying
out Infrastructure-as-a-Service in a hybrid cloud computing or private cloud
computing environment.

Eucalyptus is open-source software for building AWS-compatible priv

hybrid clouds. As an Infrastructure as a Service (laaS) product, Eucalyptus allows
your users {0 provision your compute and storage resources on-demand.

ate and

o Eucalyptus has the following key features :
a) Support for multiple users with the help of a single cloud

b) Support for linux and windows virtual machines

¢) Accounting reports
d) Use of WS-security to ensure secure communication between internal resources an

procesaes

¢) The option to configure policies and service level agreements based on users an
the environment

f) Provisions for group, user management and security groups

o Challenges
2) Extensibility Simple architecture and open internal APls

b) Client-side interface : Amazon's EC2 interface and functionality (familiar an
testable)

c) Networking Virtual private network per cloud and must function as an if-"*"?rl""z’r P

e ——————— ﬂ jf.
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d) Security : Must be compatible with local security policies

¢) Packaging, installation, maintenance: system administration staff is an important
constituency for uptake
o Fig. 7.2.1 shows Eucalyptus architecture

Amazon EC2 Interface

Client - side AP!
transiator

Cloud controlier
Node
Cluster controlier controlier
|l p:
==

O[O[OP
K

[e][e] [}
010010
01010
0]0]0.
010101
Q]010
(e () [e)
[e1[e][¢”

Fig. 7.2.1 Eucalyptus architecture

« Components of eucalyptus in cloud computing :
1. Node controller : The Node Controller (NC) is the component that executes on the

physical resources that host VM instances and is responsible for instance start up,

inspection, shutdown and clean-up-.
2. Cluster controller : A collection of NCs that logically belong together report to a

single Cluster Controller (CC) that typically executes on a cluster head node or
server that has access to both private and public networks. The CC is responsible

for gathering state information from its collection of NCs, theduﬁng mconung VM
instance execution requests to :ndividual NCs, and managing the configuration of
public and private instance networks.

3. Cloud controller ;: Each Eucalyptus installation includesi . single 'Cloud Controller
(CLC) that is the user-visible entry point and global' decision-making ‘Cﬂml?onent of
a Eucalyptus installation. The CLC is respm'fmble for prmmg incoming
user-initiated or administrative requests, making high-level VM fnstan.ce scheduling
decisions, processing service-level agreements (SLAs) and maintaining persistent

system and user metadata. |
* The CLC itself is composed of a collection of services that handle user requests

and authentication, persistent system and user metadata, and the management and
monitoring of VM instances.

- E—_—
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4. Client interface : The CLC's client interface service essentially acts as a translator
between the internal Eucalyptus system interfaces and some defined external clien,
interface.

e For example, Amazon provides a WSDL document that describes a Web-service
SOAP based client interface to their service as well as a document describing an
HTTP Query-based interface, both of which can be translated by the CLC user
interface service into Eucalyptus internal objects.

5. Administrative interface : In addition to supporting primary tasks, such as starting
and stopping instances, a cloud infrastructure must support administrative tasks,

such as adding and removing users and disk images.
e Eucalyptus supports such tasks though a Web based interface, implemented by the
cloud controller, and command line tools. Unlike the client interface, however, the

administrative interface is unique to Eucalyptus.
6. Instance control : Creation of virtual machine instance metadata in Eucalyptus is
managed by a component of the CLC named the VmControl service.

7. SLA implementation and management : Service-level agreements (SLAs) are

implemented as extensions to the message handling service which can inspect,
modify, and reject the message, as well as the state stored by VmControl

e FEucalyptus does not assume that all worker nodes will have publicly routable [P
addresses. Each cloud allocation will have one or more public IP addresses. All
cloud images have access to a private network interface. Two types of networks

internal to a cloud allocation.

EZXN Eucalyptus Installation

e To install Euca.lyptuS, perfnrm the fﬂuﬂwmg tasks -

1. Plan your installation : In order to get the most out of a Eucalyptus deployment.
the

». Configure dependencies : Before you install Eucalyptus, ensure you have
apprapriate dependencies installed and configured.

3. Install rgpusitnrieu : Downloads RPM packages.

4. Configure eucalyptus

5. Start eucalyptus

6. Register eucalyptus services

7. Configure the runtime environment
e Features of eucalyptus In cloud computing are :
a) Supports both Windows and Linux virtual machines.

b) API is viable with the Amazon EC2 platform.
c) Viable with Simple Storage Service (53) and Amazon Web Services (AWS).

- e
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Installing the node controller :
o There are two main ways of going about installing Eucalyptus.

o The first way is to download the required RPMs onto your machine, instal each
of them and then manually configure the cloud as per your needs.

o The second way is much faster and will get your Eucalyptus cloud up and
running in a matter of minutes.

o Installing the node controller is a very simple process. Once your machine boots
from the Eucalyptus Faststart DVD, select the option ‘Install CentOS 6 with
Eucalyptus Node Controller' from the boot screen

Installing the cloud controlier :
o Installation of the cloud controller is very similar to the nodes, with a few
exceptions. Once your machine boots from the Eucalyptus Faststart DVD, select
the option Install CentO5 6 with Eucalyptus Frontend' from the boot screen.

e Again, select the appropriate 'Language’ and Keyboard settings’ according to your

¢ Provide a 'Static IF” and a suitable 'Host Name' to your cloud controller in the

Network Configuration' wizard.

¢ Once done, you will be prnvided with an interface to supply a 'Public I[P Range/
List for your Eucalyptus cloud. You need to enter a valid [P address range here.
These public IPs will be mapped to individual Eucalyptus instances (virtual

machines) once they are launched in the cloud.

University Question

1. What is eucalyptus ? Explain in brief.

PaaS on laaS : AppScale

e AppScale is an open source distributed software system that implements a cloud

platform as a service (PaaS). The goal of AppScale is to provide developers with a
rapid, APl-driven development platform that can run applications on any cloud

infrastructure
» AppScale makes cloud applicarinns easy to deploy and scale over disparate cloud
fabrics, implementing a set of APls and architecture that also makes apps portable

across the services they employ:

» AppScale is APl-compatible with Google App Engine (GAE) and thus executes
GAE applications on-premise or OVer other cloud infrastructures, without

modification.

. Summer-18, Winter-18 Marks 4
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* AppScale implements the App Engine programming model for Web-baseq :
application development by implementing each API that GAE defines anq

supporting all the GAE programming languages.

* AppScale is a platform that allows users to deploy and host their own Google
App engine applications. It executes automatically over Amazon EC2 and

Eucalyptus as well as Xen and KVM. It supports the Python, Java, and Go Google
App Engine platforms.

e The AppScale platform virtualizes, abstracts, and multiplexes cloud and system
services across multiple applications, enabling write-one, run-anywhere (WORA)
program development for the cloud.

e AppScale decouples application logic from its service ecosystem to give developers
and cloud administrators control over application deployment, data storage,

resource use, backup, and migration
o Fig. 7.3.1 shows design of the AppScale cloud platform.

Plug-in 51 I8 F

i 10k 41 B B

Cassandra  MySQL

AppScale "
plug-ins Solr Cloudera Google
. On-premise AWS Azure

Fig. 7.3.1 App8cale cloud platform

. AP#‘_;CB]E mplem’nts a multitier dhtﬁbuted web service stack WIth automaﬁc
deployment, load balancing and scaling, along with Ap] adaptors for alternative®
for each service APl

, The AppScale platform also provides the scalability, ease of use and high
availability that ““_” have come to expect from public cloud platforms and
infrastructures.  This includes elasticity apg fault detection/ recover)’
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authentication and user control, monitoring and logging, cross-cloud data and

application migration, hybrid cloud multi-tasking, and offline analytics and
disaster recovery

Multiple Choice Questions

Q.l- The Euca]}'ptus framework was one of the first ”ﬁpéh-;soilrce .projec'ts”tb focus on

building clouds.

a laaS b PaaS

¢ Suss 4 Al of thes
Q.2 is used to build private, public and hybrid clouds.

a AppScale b Eucalyptus

¢ Amazon d Google

' e
11111 —

Q3 AppScale is an open source distributed software system that implements a cloud

a infrastructure as a service b software as a service

------

¢ data as a service d platform as a service

.

Q4 AppScale is a platform that allows users to deploy and host their own
engine applications.

........
.....

‘a_ Microsoft App b Amazon App
¢ Google App d Youtube App
Q.5 Eucalyptus provides a platform for interface so that users can calculate

the resources available in private clouds and the resources available externally in
public cloud services.

3] single b multipl

C single and multiple dj two

Q6 Which controller is not part of Eucalyptus ?

‘a_Cluster controller 'b) Node controller

c Object controller d Storage controller

Q7 Eucalyptus is example of -

(:I= SH&S :d. Cﬂﬂs
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Answer Keys for Multiple Choice Questions :
Q1 a | Q2 B .
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Q3 4 @ Q4 il
| Q5 . Q¢
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